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Housekeeping

* Audiois available through your computer’s speakers
* The audiencewill remain on mute

* Enterquestions atany time using the “Questions” box

 Thereis a large audience signed in today. We will accept as many
guestions as possible!

 Ifyouraudioorslides freeze, restart the webinar

* Copy of theslide deck in the “handouts” section of webinar panel

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar



Available for Public Use

Today’s Presenters

2 8 : Y 2
- ) W

~ ¥ B N
) L
2 ST

Catie Miller Leah Sorini Linnita Hosten Brandi Streauslin
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The 2019 Lifeline Order
Summary

» The Lifeline Fifth Report and Order was published in the
Federal Register on December 27,2019

* The order focused on strengthening program enrollment,
recertification, and reimbursement processes

» |talsoincreases data transparency, resolves several open
petitions, and seeks comment on additional measures to
combat waste, fraud, and abuse

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar


http://click.outreach.usac.org/?qs=6f662d810158815cbbecd60d1133a71ed5ec766c77d52ae5d368aef24c621dec998d1635e04d644048642bf4ff4750876b58375cd7582ef3

The 2019 Lifeline Order
Summary

* The recent FCC order makes several changes or codifies
practices to strengthen program integrity

e The Order:

* Prohibits ETCs from offering or providing commissions based on the
number of consumers who apply for or are enrolled in Lifeline

* Requires eligibility documentation to be collected in certain
instances during annualrecertification

* Codifies the creation of the Representative Accountability Database
(RAD)

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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Announcements
Fifth Report and Order

“oae | change | ChangeDescrigton

January 27 Lifeline Fifth Report and Order Date the Order became effective.
January 27 Designation of Eligible The Order eliminates the Lifeline Broadband Provider (LBP) ETC category and the FCC designation process
telecommunications carriers (ETCs)  for LBPs. Companies should continue to seek ETC designation from their statesor the FCCif the statelacks
jurisdiction.
January 27 Independent Economic Household  The order prohibits Lifeline providers from selecting the independent economic household (IEH) field in
(IEH) field NLAD unless NLAD hasindicated there is a shared address. USAC will monitor and correct any erroneous
entries.
February 25 Elimination of Commissions Providers may not pay commission on Lifeline enrollments to their enrollment representatives. Providers
may pay out any commissions earned through February 24th.
March 26 Representative Accountability RAD will no longer be voluntary and will function asdesigned and communicated prior to the Order, with
Database (RAD) minor exceptions noted in this webinar.
TBD * Annual Recertification ETCswill now be required to collecteligibility documentation from a subscriber when that subscriber's

eligibility was previously determined through an eligibility database, but at the time of recertification, the
subscriber's eligibility cannot be confirmed through a database check. This was not previously required.

TBD ** Biennial Audits ETCsthat must complete the auditswill be selected using risk-based factors, rather than the level of Lifeline
disbursements.

*90 days after announcement of Office of Management and Budget approval under the Paperwork Reduction Act.
** As in the past, those selected for biennial audits will undergo USAC provided training and have access to subject matter experts throughout the process.

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 8
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About RAD
RAD 101
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About RAD

The Representative Accountability Database (RAD) was created to allow
USAC to track a representative’s transactions in NLAD and the National
Verifier.

Representatives register for a Representative ID (Rep ID) through RAD
A Rep ID is used during transactions like eligibility checks and enrollments

USAC will use the data gathered to improve program integrity by
monitoring for potentially fraudulent activity

USAC may lock a user’s account if it suspects the user is engaging in
potentially fraudulent activity

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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About RAD
Representative ID

* Akeycomponent of RAD is the Rep ID:

* AReplIDisauniquelD provided to representatives after their identity is verified by

USAC through RAD

* Representatives only have one Representative ID, even if they work for multiple service
providers

* Arepresentative needs to have their account linked to all service providers forwhom
they work

* Service providers do not have a limit to how many representatives are linked to their
company

11
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About RAD
Who Needs to Register

Available for Public Use

Service Provider Role RAD Impact

Form 497 Officer

ETC Administrator

Subaccountholder
(ETC Analysts, ETC Operations,and ETC Agents)

Anyonewho performs enrollments,
updates, recertification, etc.

Master Agent (Individuals that contract
directly with ETCs and oversee or manage a
team of people working to complete Lifeline
enrollments)

APlaccount managers/technical
teams

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar

Does not need Rep ID
Responsible for linking ETCAdmins’ Rep IDs to their accounts

Needs Rep ID if responsible for eligibility checks, enrollments, etc.
Responsible for linking Rep IDs to subaccounts, including APl accounts

Needs Rep ID if responsible for eligibility checks, enrollments, etc.

Needs Rep ID

Needs Rep ID

Needs to prepare for changes to APl requests/batch file template
Plan toinclude Rep ID on eligibility checks, enrollments, and other
transactions performed by API/batch upload

12
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About RAD
Interaction with Lifeline Systems
Enrollmentrepresentatives visit RAD to validate

theiridentityand register fortheiruniqueID (Rep
D).

|
®@®
I
(]

Therepresentative’sservice provider then links @ )
theirRep ID to their NLAD or NV useraccount.

Regist
. —
Afterthisis complete:

1. Theenrollmentrepresentative performs
transactionsinthe NLAD or NV system

2. NLADand NationalVerifierconfirmswith RAD
usingtheRep ID thattherepresentativecan
perform transactions

3. NLADand NationalVerifierstorestheRep ID
from RAD with each transactionrecord within
NLAD and NV

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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https://lifelinerad.org/rad/#/verifyRepresentative

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar

Questions?
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Timeline
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RAD Timeline

2019
June 25 Representatives could begin registering for a Representative ID
Julv 16 RAD released to staging environments, allowing service providers to begin to test
y linking Representative IDs to test National Verifierand NLAD accounts
August 1 Additional staging environmentsrelease, allowing service providers to test the
& validations and errors related to a Representative ID during NLAD transactions
December4 RAD releasedto the production environmentsforoptional use
December27 FCC’s Fifth Report and Order published in the Federal Register
2020
The Commission’s Enrollment Representativerules are effective, and
March 26 .
RAD is Mandatory

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 16
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RAD Effective Date

* RAD will be mandatory

* NLAD and National Verifier transactions will require a
Representative ID and you will receive an error if you try to
perform a transaction without a Rep ID

* Transactions submitted via APl must include the correctly
March 26 populated fields in the API Specifications

* (ReplD or RepNotAssist)

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 17



RAD Check List
Preparing for March 26

March 26

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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Ensure your enrollment representatives self-register for a Rep ID. All
errors must be resolved before use of the Rep ID. This applies to both
domestic and international representatives.

Collect each Representative ID.

Link Representative IDs to the respective NLAD/NV user accounts
and/or APl IDs

18
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RAD Check List
Caution

Beginning March 26, 2020, if a Representative ID is notlinked to a NLAD
user account, the representative will be unable to perform National Verifier

and/or NLAD transactions

Service providers who use NLAD and NV APIs and fail to include a Rep ID
where appropriatein transactions are failing to comply with the FCC’s rules

19
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Registration
RAD 101
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Representative Pll is validated + USAC Manual Review
EntersPll into RAD checked for duplicates (if necessary)

Registration Process

Note: Pll collected in RAD will follow the same data security practices as data collected in NLAD, so the same privacy procedures that are followed for
subscribers will be applied to representatives. RAD is constructed as part of NLAD, and therefore, RAD is Federal Information Security Modernization
Act (FISMA) accredited as being compliant with National Institute of Standards and Technology (NIST) standards.

22
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Registration

* Registration is performed directly by the
representative through RAD

* Therepresentative at
LifelineRAD.org

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 23


https://lifelinerad.org/rad/#/verifyRepresentative

Registration
Email Address

USAC recommends but does notrequire that
representatives use their personal email to
register for a Rep ID

e Thisemailaddresswill beused tocommunicate
with a representative throughoutthe
registration processandifthey need toretrieve
their Representative ID

* Usingapersonalemailwillensurethat
representatives still have accessif they workfor
more than oneLifelinecompany,orif they move
between companiesandarenotabletoaccessa
company email

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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Representative Registration

Please submit your personal email address below to begin the process of obtaining a
Representative ID. A Representative ID is needed if you work for an eligible

telecommunications carrier (ETC) that provides Lifeline. You will receive additional
information by email after selecting the Submit button. For more information on the

Representative Accountability Database and who should register for a Representative ID,

please visit USAC's website.

Email Address

test@email.com

example@email.com

Forgot Representative ID?

[] rmnotarobot

‘/.

ra
reCAPTCHA

24
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Registration

Representatives submit the following personally identifiable
information (P11):

* Fullname
* Date of birth
* Last fourdigits of their social security number (SSN4),

* Residential address, and email address

SSN4 is beginningattheend of February;however, representativesthatopt
out of submittingtheir SSN4 will have to submitdocumentation toverify theiridentity,
which prolong theregistration process.

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 25
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Registration

Q Pl will go through a validation process similar to subscriber
third-party identity verification (TPIV) and duplicate checks

e AllPIl submitted is subject to the same protections consumer data receives

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 26
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Registration

USAC will manually review identity documentation for any
representative whose identity cannot be verified or who is

identified as a duplicate
y * This review must be complete and all errorsresolved priorto use of Rep ID

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 27
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Registration
Resolving Errors

Representatives may be identified as a duplicate or their information may
encounter one or more of the following errors

e ldentity cannot be found

« Date of birth cannot be verified

e  SSN4 (last four digits of their social security number) cannot be verified
* |dentified as deceased

 Chose not to provide SSN4

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 28
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Registration
Resolving Errors

Representatives, or their service providers on their behalf, may submit
documentation to resolve errors encountered during the registration:

e Online, through USAC’s secure webpage, or

* You can review the online document submission guide here

«  Through the mail, at:

* Lifeline Support Center:
P.O. Box 7081
London, KY 40742

Representatives must submit documentation within of the
notification that they need to provide more information.

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 29


https://usac.services.conduent.com/EFTClient/Account/Login.htm
https://www.usac.org/wp-content/uploads/lifeline/documents/RAD/RAD-Documentation-Upload-Process-Instructions.pdf
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Registration
Resolving Errors: Domestic Representatives

Information on the documentation needed to resolve errors associated with
a domestic representative’s Rep ID is available on the RAD Resolving Errors
webpage

 ARAD cover Sheet must be included with any documentation submitted
to resolve errors

* Representatives that opt out of submitting their SSN4 will be required to
submit official, unexpired documentation with their name and date of
birth, such as a driver’s license or passport

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 30
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Registration

International Representatives
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Registration
International Representatives

Representatives employed outside of the United States must follow a few
special instructions when registering:

e Inthe “State” field:

*  From the state dropdown menu, select “IT” (international)

Address

Please provide your residential address. Do not provide the address of the company you represent.

Street Number and Name

Apt., Unit, etc.

IT v

City ‘ State ‘ Zip Code

32
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Registration
International Representatives

* Inthe “Zip Code” field:

* Internationalrepresentatives should enter “00000”

Address

Please provide your residential address. Do not provide the address of the company you represent.

Street Number and Name

Apt., Unit, etc.

City State Zip Code
\

00000

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 33
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Registration
International Representatives

* Inthe “Social Security Number” field:

* Currently international representatives should enter “9999”

* Once SSN4 becomes an optional field, they should leave it blank

Date of Birth

The last 4 digits of Social Security Number (SSN)

‘ 9999 ‘

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 34
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Registration
Resolving Errors: International Representatives

Information on the documentation needed to resolve errors associated with
an international representative’s Rep ID is available on the International
Representative webpage.

Required documentation for international representatives:

* A letter thatincludes:

» Theservice provider’'snameand contactinformation of an employeethat can confirmthe
representative’s position

« Therepresentative’sfull legalnameand Representative ID

 Theemployer’ssignatureand thedateitwas signed
* A copy of some form of government-issued identification

e RAD cover Sheet

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 35
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Link Accounts
RAD 101
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Link Accounts

Q} 497 Officers have to link Representative IDs to ETC Admin roles

« ETC Admins have to link Representative IDs to all subaccount roles
and/or API IDs

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 37
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Link Accounts
Existing User Accounts

ETC Adminsand 497 Officers willupload a fileto NLAD to link a Representative ID to existing representatives’
subaccounts

Do notinclude spaces after a representative’s name when populating template
The file may contain one or more accounts
All 8 column headers are requiredin the file template

Values for “User Name” and “API ID” are conditional (1 of the 2 are required, but cannot have values for both in the same row)

Master Agent values are optional

A B C D E F G H
firstName lastName representativeld userName apild masterAgentFirstName masterAgentLastName masterAgentReplD

1
2
3
4
5
6

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 38



Link Accounts

Existing User Accounts

SUBSCRIBER MANAGEMENT

Enroll Subscriber

Update Subscriber
Transfer Lifeline Benefit
De-Enroll Subscriber
Submit Resolution Request
Upload Subscriber File
Lookup Subscriber

The ETCAdmin
clicks “Manage

Representative
IDs”

ACCOUNT MANAGEMENT

ETC Administrator Home Page
Manage Representative IDs
Manage NLAD Subaccounts
Create NLAD Subaccount
Create ETC API Account
Manage Email Recipients
Change Password

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar

- MANAGE REPRESENTATIVE IDS

This column
displays how many
rows in a file were
rejected.

Select a File:| Choose File | No file chosen

Filename Date ~ Rows
May 09, 2019
david_ni-test2.csv 1
11:32:47 am
. May 09, 2019
david_ni-test2.csv 1
10:32:19 anm
) May 08, 2019
david_ni-test2.csv 1
10:59:20 pm
day 08, 2019
david_ni-test2.csv R 1
May 08, 2019
david_ni-test2.csv 1
10:56:00 pm
May 08, 2019

Upload

Status

Errors

Are

Errors

Instructions

Submitted Rejected Errors
1 Download File
1 Download File
1 Download File
1 Download File
1 Download File

Available for Public Use

@ o)

f any Representative
IDs received an error,
you can download this
file to see what errors
are associated with
the Representative
IDs.
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Link Accounts
New User Accounts

SUBSCRIBER MANAGEMENT

Enroli Subscriber

Update Subscriber
Transfer Lifeline Benefit
De-Enroll Subscriber
Submit Resolution Reguest
Upload Subscriber File
Lookup Subscriber

ACCOUNT MANAGEMENT

ETC Administrator Home Page
Manage Representative IDs
Manage NLAD Subaccounts
Create NLAD Subaccount
Create ETC API Account
Manage Email Recipients
Change Password

REPORTS AND TOOLS

Reports

Tribal Lands Eligibility
/erification

User Guide

API Specification
Field Descriptions

NLAD Access Agreement
Training Videos

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar

I CREATE NLAD SUBACCOUNT

Authorized NLAD User Information

Instructions

Email Address* 1

Confirm Email Address™ \

Search

Email Address lo@pinkphones.com

First Name™ Last Name*

Phone Number* Representative ID”

The ETC Admin enters
the Representative ID
here.

Subaccount Role

NLAD Role
ETC Analyst v |

Subaccount Permissions

‘ v SPIN
¥ 1143002644

¥ 1143033824

¥ 1143002264

Submit

Cancel

Available for Public Use
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Link Accounts
New User Accounts: Master Agent

De-Enroll Subscriber
Submit Resolution Request
Upload Subscriber File
Lookup Subscriber Email Address™

Confirm Email Address”™

Authorized NLAD User Information

ACCOUNT MANAGEMENT Search

/ ETC Administrator Home Page Email Address jg@pinkphones.com
The MasterAgent isan

Manage Representative IDs First Name™ Last Name™

optional field. The ETC Manage NLAD Subaccounts

Joe ' Smoe
Admin shou[d. prowde. Create NLAD SuEaccount Phone Number* Representative ID*
Master Agent information ‘~Create ETC APT Account - ¥
for all representatives that Man3ss&mail Recipients [384-824-2438 | (123456769

K’Ehis applies to. Master Agent for Authorized NLAD User

REPORTS AND TOOLS

¥ Master Agent (Options/)

Reports

Tribal Lands Eligibility ‘ _

e Lenes el First Name * | Last Name * _ Representative ID *
User Guide Sam | \Ham , 1123456788

API Specification

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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Link Accounts
API

* There are two options to link a Representative ID to an API ID:

1. Use the batchlinking process and file upload on the Manage Representative
IDs page

2. Individually link representatives on the Update NLAD Subaccount page

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 42
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Link Accounts
API

SUBSCRIBER MANAGEMENT - MANAGE NLAD SUBACCOUNTS
Enroll Subscriber Instructions
Update Subscriber Search by Email Address: ' ' Submit

Transfer Lifeline Benefit

) For API Accounts, search by User ID
De-Enroll Subscriber

Submit Resolution Request Select “View All Subaccounts”
‘LJ:\'EC; 5;:’;:";2 File View All Subaccounts thsln selectthe APIID from the
fNavigateto the “Manage table.
NLAD Subaccounts”
ACCOUNT MANAGEMENT
pageand search by User | New Subaccount |
ID of the ETCAPI ETC Administrator Home Page
accountyou want to add Manage Representative IDs
representatives to. Manage NLAD Subaccounts
k Create NLAD Subaccount

Create ETC API Account
Manage Email Recipients
Change Password

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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FAQSs
RAD 101
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FAQs
Registration

Who needs to register?

* NLAD/NV user roles require a Representative ID if the individual in that role is considered
an enrollment representative and may perform Lifeline enrollments, eligibility checks,
recertifications, etc.

* This includes enrollment representatives in opt-out states that use USAC’s systems for
these activities

Who is a Master Agent?

* Individualsthat contract directly with ETCs and oversee or manage a team of people
working to complete Lifeline enrollments

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 46
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FAQs
Registration

Can arepresentative use their company email to register if they would like?

* Arepresentative may usetheircompany emailtoregisterfora RepresentativeID, although USAC
recommends thatrepresentatives usea personal email

WhatPllis required during registration?

* Firstname,lastname,dateof birth, SSN4*, and address
SSN4 will become optionalin late February

How is this Pll protected?

* Pll collected in RAD will follow the same data security practices as data collected in NLAD, so the same privacy
proceduresthat are followed for subscribers will be applied to representatives

* RAD isconstructed as part of NLAD, and therefore, RAD is Federal Information Security Modernization Act
(FISMA) accredited as being compliant with National Institute of Standardsand Technology (NIST) standards

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 47
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FAQs

Linking

Whereis the linking performed?

* Allaccounts (NLAD, NV, and API) are linked to Rep IDs in NLAD

Where can we find information on the instructions to link Representative IDs to accounts?

* TheRADResources pageincludestolinking guides
*  NLAD Production Guide: RAD with Individual User Accounts
NLAD Production Guide: RAD with API Accounts

Can ETCs have more than one Rep ID linked to their accounts?

* Thereisno limittothe amount of representatives that may be associated with a service provider

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 48


https://www.usac.org/wp-content/uploads/lifeline/documents/RAD/NLAD-Production-Guide-RAD-with-Individual-User-Accounts.pdf
https://www.usac.org/wp-content/uploads/lifeline/documents/RAD/NLAD-Production-Guide-RAD-with-API-Accounts.pdf
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FAQs
Linking
Is linking a Representative ID instant?

* Linkingisinstantif there are no validation errors. You will receive an errorin NLAD the
Rep ID does not match the first/last name, the Rep ID is locked, or the representative has
unresolved registration errors

Can we link multiple representatives to the API NLAD account?
* Yes, you can link multiple representatives to an API NLAD account

* However, only Rep ID should be submitted at a time

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 49
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FAQs
Linking
If a service providerhas morethan one SAC, do we have to link the rep to each one?

* No, representatives are linked to the company through accounts based on the SPIN(s)
the account has access to rather than by SAC

Will Representative IDs be required ataccount creation?
* Representative IDs are not required for account creation

* Beginning March 26, a Representative ID will be required for a representative to perform
NLAD and NV transactions, and the API fields must be populated correctly (RepiID or
RepNotAssist)

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar 50



FAQs
Transactions

If one representative enrolls an applicant and another representative
reviews proofs (in a state that is not using the NV - i.e. soft launch state),
which Rep ID should be associated with the transaction?

* Providethe Rep ID of the person closest to the transaction

* Forexample, if the applicationis going through review on the service provider’s side
before the enrollment, then the service provider should provide the Rep ID of the final
approver,as thatis the person actually completing the required step for the carrier to
send the enrollment

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar
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Resources
RAD 101

ml

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar



Resources
Visit Our Website

Available for Public Use

For general RAD information, visit the RAD section of
usac.org.

* The RAD Resources page includes:

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar

NLAD Staging Guides for linking individual user accounts and APIs
NLAD Production Guides for linking individual user accounts and APIs
Linking Representatives File Upload Template

Bulk Upload with NLAD Input

Slide decks from previous training sessions

53
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Resources
Watch a Video

Review our series of short videos:
e RAD 101

 How to Register

e How to Submit Documentation

54
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https://www.usac.org/lifeline/learn/videos/
https://www.usac.org/video/li/rad/01-rad-overview/index.html
https://www.usac.org/video/li/02-register-representative-id/index.html
https://www.usac.org/video/li/rad/03-rad-documentation/index.html
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Resources
Upcoming Office Hours

* Thursday, February 20:
 RAD Office Hours: APl Users

* Thursday, February 27:
 RAD Office Hours: Individual Users
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T | | Available for Public{Use
Thank You! i — —
* Thankyou forjoining us! —

* Signup toour Lifeline Program
newsletter to receive the latest news
about RAD —

* Visit our subscription center

* Need help? Contactus!

* General inquiries:
LifelineProgram@usac.org -

* RAD inquiries:

LifelineSupport@usac.org

© 2020 Universal Service Administrative Co. | Lifeline Program Webinar I-\ -
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