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SECTION A:
About Us and the Work

1. ABOUT USAC

Through its administration of the Universal Service Fund (“USF”) programs on behalf of the Federal
Communications Commission (“FCC”), the Universal Service Administrative Company (“USAC”) works
to promote the availability of quality telecommunications services at just, reasonable, and affordable rates,
and to increase access to advanced telecommunications services throughout the nation. Specifically, the
USF programs provide funding for the expansion of telecommunications and broadband access to rural
communities and health care facilities, schools and libraries, and low-income households. Through
program administration, auditing, and outreach, USAC works with contributors, service providers, and
program beneficiaries to achieve the program goals articulated by the FCC for the High Cost Program,
Lifeline Program, Rural Health Care Program, and Schools and Libraries Program.

USAC strives to provide efficient, responsible stewardship of the programs, each of which is a key national
asset in making important telecommunications and Internet services available to consumers, health care
providers, schools, and libraries throughout the United States. The program divisions are supported by
additional USAC personnel in other divisions, including Finance, Office of General Counsel (“OGC”),
Information Systems, Audit and Assurance, Enterprise Process Improvement (“EPI”), and Human
Resources (“HR”).

Consistent with FCC rules, USAC does not make policy nor interpret unclear provisions of statutes or the
FCC’s rules. The USF is funded by contributions from telecommunications carriers, including wireline
and wireless companies, and contributions from interconnected voice over internet protocol (“VoIP”)
providers, including cable companies that provide voice service, based on an assessment of their interstate
and international end-user revenues. These contributions are typically passed through to consumers
through a universal service fee line item on their telephone bills.

High Cost Program

The High Cost Program is designed to ensure that consumers in rural, insular, and high-cost areas have
access to modern communications networks capable of providing voice and broadband service, both fixed
and mobile, at rates that are reasonably comparable to those in urban areas (“High Cost”). High Cost
fulfills this universal service goal by allowing eligible carriers who serve these areas to recover some of
their costs from the USF. Like all USF programs, the administration of High Cost has undergone
significant modernization in the last several years to increase innovation and ensure beneficiaries have
access to updated technology. USAC developed and now leverages the High Cost Universal Broadband
Portal (“HUBB”), which allows participating carriers to file deployment data showing where they are
building out mass-market, high-speed internet service by precise location. This information includes
latitude and longitude coordinates for every location where service is available, and USAC displays this
information on a public-facing map to show the impact of high-cost funding on broadband expansion
throughout the United States.
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Lifeline Program

The Lifeline Program provides support for discounts on broadband and voice services to eligible low-
income households (“Lifeline”). USAC uses its centralized application system, the Lifeline National
Eligibility Verifier (“National Verifier”), to verify consumer eligibility through proof of income or the
consumer’s participation in a qualifying federal benefit program, such as Medicaid, the Supplemental
Nutritional Assistance Program (“SNAP”), Federal Public Housing Assistance, or Veterans and Survivors
Pension Benefit. USAC focuses on metrics and data analytics for Lifeline improvement and provides
outreach efforts to eligible households to increase participation in and the effectiveness of Lifeline. USAC
also works to ensure program integrity by supporting the needs of Lifeline stakeholders, reducing program
inefficiencies, and combating waste, fraud, and abuse. USAC reviews processes regularly to increase
compliance, identify avenues for operational improvements, and refine program controls, such as audit
processes.

Rural Health Care Program

The Rural Health Care Program supports health care facilities in bringing medical care to rural areas
through increased connectivity (“RHC”). RHC consists of two main component programs: (1) the
Telecommunications Program (“Telecom”) and (2) the Healthcare Connect Fund Program (“HCF”). The
FCC established Telecom in 1997 to subsidize the difference between urban and rural rates for
telecommunications services. Under Telecom, eligible rural health care providers can obtain rates on
telecommunications services in rural areas that are reasonably comparable to rates charged for similar
services in corresponding urban areas. In 2012, the FCC established HCF to promote the use of broadband
services and facilitate the formation of health care provider consortia that include both rural and urban
health care providers. HCF provides a discount on an array of advanced telecommunications and
information services such as Internet access, dark fiber, business data, traditional DSL, and private
carriage services. These telecommunications and broadband services support telemedicine by ensuring
that health care providers can deliver cutting edge solutions and treatments to Americans residing in rural
areas.

Schools and Libraries Program (E-Rate)

The Schools and Libraries Program helps schools and libraries obtain high-speed Internet access and
telecommunications services and equipment at affordable rates (“E-Rate”). E-Rate provides a discount for
the cost of broadband and telecommunications services to and within schools and libraries in order to
support a modern and dynamic learning environment. Applicants and service providers submit FCC Forms
(e.g. requests for services or funding) and other compliance-related documentation to the E-Rate
Productivity Center (“EPC”), an electronic platform that enables participation in the program. USAC
frequently invests in new tools and data analytics capabilities to support the success of the program in
alignment with the FCC’s goals.

Contributions

Universal service support is money collected from telecommunications companies and then dedicated to
fulfilling the goals of universal service.

Universal service is paid for by contributions from telecommunications carriers, including wireline and
wireless companies, and interconnected Voice over Internet Protocol (VoIP) providers, including cable
companies that provide voice service, based on an assessment of their interstate and international end-user
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revenues. Telecommunications companies are required by law to make contributions to the USF, paying
in a percentage of their end-user interstate and international revenues.

All telecommunications companies must register with USAC, whether they contribute to the USF directly
or through their underlying carriers. All intrastate, interstate, and international providers of
telecommunications (including VolIP providers) within the United States, with limited exceptions, are
legally obligated to file the FCC Forms 499.

The term “telecommunications” refers to the transmission, between or among points specified by the user,
of information of the user’s choosing, without change in the form or content of the information as sent
and received.

Additional information on USAC programs can be found at: https://www.usac.org/about/universal-
service/
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2. PURPOSE

USAC is seeking a Contractor to provide the following Chief Information Security Officer (“CISO”)
advisory services:

1. Information Security Program (as described in more detail in Section B.1., third paragraph and
bullets thereunder of this RFP and Section B.7.A. of this RFP -- “Information Security
Program”) management support.

2. Collective Incident Response preparedness and training (as described in more detail in Section
B.7.B of this RFP -- “Incident Response”) support.

3. Information Security Awareness Training Support (as described in more detail in Section
B.7.C. -- “Information Security Awareness Training Support”).

4. Information Technology, Information Security, and Cybersecurity Audit Support (as described
in more detail in Section B.7.D -- “Information Technology, Information Security, and
Cybersecurity Audit Support”).

Any party that provides a bid and proposal to this RFP is considered an “Offeror”. Any Offeror that is
awarded work under this RFP and enters into a contract with USAC to deliver the awarded work is
considered a “Contractor”.

3. CONFIDENTIALITY

This RFP is subject to the terms of the Confidentiality Agreement (attached hereto as Attachment 3) which
must be executed by Offeror and submitted along with any proposal for this RFP. Any contract for
awarded work under this RFP will also be subject to the terms of such Confidentiality Agreement.
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SECTION B:
Statement of Work

1. OVERVIEW

Contractor shall provide Chief Information Security Officer (“CISO”) advisory and support services for
USAC. Contractor shall act as an integral part of the USAC organization driving successful outcomes
required by USAC’s Information Security Program. Contractor is expected to work directly with USAC
staff and other contractors in order to satisfy the objectives of USAC’s Information Security Program.

USAC’s Information Security Program adheres to the Federal Information Security Management Act as
amended by the Federal Information Security Modernization Act of 2014 (“FISMA”) / National Institute
of Standards and Technology (“NIST”) framework for information security. This framework has been
applied to systems in production and new systems being developed that support the mission of the USF.

USAC organizational characteristics with respect to the Information Security Program, are as follows:

e Five (5) customer-facing business units which include: (1) Lifeline and the Affordable
Connectivity Program, (2) E-rate and the Emergency Connectivity Fund, (3) Rural Health Care,
(4) High Cost, and (5) Contributions that interact via web-based applications and application
programming interfaces (“APIs”) with USF and the appropriated programs (the Affordable
Connectivity Program and the Emergency Connectivity Fund), beneficiaries (schools, libraries,
rural healthcare providers, low-income Lifeline subscribers), telecommunications service
providers, and USF stakeholders. Each of these business units has no more than five (5) key
systems. The majority of these systems are custom-built and on premise. More recent systems
are managed in third-party vendor cloud environments.

e The business units are also supported by USAC internal systems including, but not limited to, the
general support services (“GSS”), the enterprise database system (“EDS”), and the financial
operations system, to include both the existing and the modernized financial systems.

e The business support units (HR, Internal Audit, OGC, and Information Technology) mostly have
commercial off-the-shelf (“COTS”) based support systems that are configured to meet business
unit requirements.

Contractor shall provide CISO advisory services to include:
1. Information Security Program management support
2. Cybersecurity Incident Response support
3. Information Security Awareness Training Support
4. Information Technology, Information Security, and Cybersecurity Audit Support

2. TYPE OF CONTRACT

The contract to be awarded pursuant to this RFP will be a firm fixed price single-award contract
(“Contract”). The firm fixed price for the work (total project and all line items) is to be set forth in
Attachment 1 to the Offeror’s proposal to the RFP. The firm fixed price is to include all direct and indirect
costs set forth in this Section B, including equipment, product support, supplies, general and
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administrative expenses, overhead, materials, travel, labor, taxes (including use and sales taxes), shipping,
and profit. USAC will not reimburse the awarded Contractor for any travel-related expenses.

3. CONTRACT TERM

The term of the Contract shall be for a base period of one year (the “Initial Term”) with three (3) one-year
renewal options (each an “Optional Renewal Term”). The Initial Term, together with any exercised
Optional Renewal Terms, shall be defined as the “Contract Term”. The duration of the Contract shall be
the Contract Term unless extended by USAC pursuant to Section C.31 or terminated sooner in accordance
with the Contract. The Contract Term shall commence on the first day of the Contract period of
performance (the “Effective Date”) as set forth in the Contract.

4. COMPANY PROFILE

USAC is a not-for-profit Delaware corporation operating under the oversight of the FCC. USAC is not a
federal agency, a government corporation, a government-controlled corporation, or other establishment in
the Executive Branch of the United States government. USAC is not a contractor to the federal
government. The Contract awarded as a result of this RFP will not be a subcontract under a federal prime
contract. USAC does, however, conduct its procurements in accordance with the terms of a Memorandum
of Understanding with the FCC, which requires USAC to adhere to the following provisions from the
Code of Federal Regulations: 2 C.F.R. §§ 200.318-321; 200.324; 200.326-327 and App. Il to C.F.R. Part
200 (collectively “Procurement Regulations™).

5. USAC PROGRAM MANAGER AND CONTRACTS ADMINISTRATOR

The Program Manager (“PM”) for the Contract will be a USAC employee in the Office of the Chief
Information Security Officer (“OCISO”) designated by the CISO, the USAC point of contact for
overseeing the performance of services. USAC’s Contracts Administrator (“CA”) for the Contract is TBD,
the USAC point of contact for contractual matters (e.g. Contract administration, Contract modifications
and other matters not related to performance).

6. WHERE THE WORK TAKES PLACE

A. All required services under the awarded Contract must be performed within the United States at
either USAC’s headquarters at 700 12th Street NW, Suite 900, Washington, DC 20005 (“USAC
Headquarters”), virtually, or at such other location as USAC may approve in its sole discretion.
Presently, USAC has a hybrid work approach requiring Contractor Staff (as defined in Section
C.1.G) to be in the USAC office at least 2 days per week.

B. Contract kick-off meeting may be held at USAC Headquarters or virtually. USAC will not
reimburse Contractor for any travel related expenses for the kick-off meeting, status meetings, or
other meetings.

C. Contractor shall schedule, coordinate, and hold a Contract kick-off meeting, no later than ten (10)
workdays after any Contract award, at the location approved by USAC. The meeting will provide
an introduction between Contractor Staff and USAC personnel who will be involved with the
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awarded Contract. The meeting will provide the opportunity to discuss technical, management,
and security issues, and review Contractor’s proposed project timeline and reporting procedures.
At a minimum, the attendees shall include Key Personnel (as described in Section C.1.N),
Contractor Staff capable of obligating the Contractor, and USAC personnel.

D. Services requiring work at USAC Headquarters will include appropriate workspace and
appropriate access to USAC’s computer network. NOTE: To access USAC Information
Technology (“IT”) Systems, Contractor Staff must sign USAC’s IT Security Rules of
Behavior Form and complete mandatory IT security and privacy awareness online training.
Contractor Staff may be required to complete role-based Privacy Act training if accessing
USAC information systems designated as federal systems of records (i.e. National Verifier
and National Lifeline Accountability Database — “NLAD”).

E. Status update meetings and other meetings may be held virtually, except to the extent that USAC
or Contractor requires in-person presence, and must be held in accordance with USAC and
Contractor Continuity of Operations Plan (“COOP”). While present at USAC Headquarters for
meetings or to perform the assigned activities, Contractor Staff will be considered as visitors. All
visitors are required to complete USAC’s Visitor Form, USAC Visitor Form, and wear a badge
while on premises. The Contract kick-off meeting and all in-person meetings will be held at USAC
Headquarters or other reasonable locations designated by USAC. Contractor may also be required
to attend meetings at the FCC Offices located at 45 L Street NE, Washington, DC 20554.

F. Upon written request by USAC, Contractor shall provide a COOP, including business continuity
plans, disaster recovery plans, emergency operations plan and procedures, and associated plans
and procedures in the event performance must be conducted virtually.

G. Contractor shall comply with all guidance published by the Safer Federal Workforce Task Force
for all Contractor Staff during the Contract Term (as defined in Section C.1.E of this RFP).

To provide adequate COVID-19 safeguards for USAC employees, Contractor shall ensure that all
Contractor Staff that enter USAC premises will comply with USAC’s COVID-19 Safety,
Quarantine & Isolation Policy.

Nothing in this Section shall excuse noncompliance with any applicable federal, state and local
laws establishing more protective safety protocols than those established by this Section.

7. SCOPE OF SERVICES AND DELIVERABLES
Contractor shall provide the following Services (as defined in Section C.1.U):

A. Information Security Program Management Support: Contractor shall provide senior subject
matter expertise and trusted advisor support to the CISO and the overall OCISO. Contractor shall
provide daily and strategic advisory support and assist in the day-to-day operation of the
Information Security Program as well as support future strategic planning for short-, medium-, and
long-term projects and initiatives by providing resources to perform the following:
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a. Strategic Advisory Support: Contractor shall provide recommendations for strategic
Information Security Program planning in accordance with CISO direction. Contractor
shall review, develop, and consolidate strategic and operational plans, including
requirements definition and mission planning. Long-term Information Security Program
strategic plans shall be aligned to the USAC IT strategic goals, the IT strategic vision, and
the IT strategic plan. To support this effort Contractor shall:

1.

1l

1il.

1v.

Vi.

vil.

Provide oversight and advisory services to assist the CISO with enterprise technical
and programmatic issues as it relates to the USAC IT modernization efforts.

Provide security compliance, cybersecurity, asset management, identity and access
management, etc. recommendations to the appropriate stakeholders within the
Information Security Program in support of comprehensive CISO operations.

Serve as a senior analyst, in liaison with the major enterprise IT coordination
function, such as IT project management office (“PMO”) and IT Product
Management (“Product Management”) resources, to monitor ongoing business and
systems activities and ensure the collaboration between the Information Security
Program and these groups as well as to ensure new Information Security Program
related activities are documented as demands, reviewed for their feasibility, and
realistic schedules are identified for successful execution.

Provide senior expertise in IT security planning across IT units in collaboration
with the Information Security Program to ensure project plans developed for
individual Information Security Program projects are realistic and achievable.

Develop a report on the state of IT from a cybersecurity perspective as well as a
consolidated list of major IT risks to be delivered by the CISO to the “Chief
Information Office (“CIO”) on an annual basis (“Annual Information Technology
Risk Memo”) in collaboration with the IT Risk Management Program. In
developing the Annual Information Technology Risk Memo, facilitate a final
review with OCISO leadership and capture final approval by the CISO before
submission to the CIO.

Serve as the primary liaison with the FCC IT Security Team by:

1) Monitoring, conducting, and/or contributing to all communications between
the USAC Information Security Program and the FCC IT Security Team;

2) Reviewing documentation and/or deliverables, as assigned, prior to being
submitted to the FCC IT Security Team; and

3) Facilitating and leading FCC bi-weekly IT security meetings including
reviewing the agenda, leading preparation activities, reviewing meeting
minutes, and conducting any follow ups needed post meeting.

Develop the annual “Network Security Report” on behalf of USAC IT for delivery
by the CISO to the FCC, which is a formal report to the FCC on the state of the
USAC systems and infrastructure from a cybersecurity perspective. In developing
the Network Security Report, facilitate a final review with IT Leadership and
capture final approval by the CIO before submission to the FCC.
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viil. Develop and maintain a calendar of all major tasks, efforts, initiatives, and

deliverables to be developed and/or delivered by the Information Security Program.
This list of such items includes, but is not limited to:

1) Annual Information Technology Risk Memo

2) Network Security Report to the FCC

3) Annual Cybersecurity Compliance Training

4) Annual Role-based Cybersecurity Training

5) IT Rules of Behavior Review and Recertification

ix. Manage the structure, permissions, and access to CISO internal and external
document repository.

b. Market Research and Studies: Market research shall be conducted by Contractor when
required by the CISO. The market research shall involve exploring available COTS items,
cloud-based functionality, and other commercial items via online resources.! Contractor
shall assist in preparing the requirements for conducting market research, and, where
appropriate, support in the preparation of draft requirements analyses, analyses of
alternatives, and independent cost estimates. If market research requires communication
with potential vendors, Contractor will coordinate with USAC’s Procurement division
before any action is taken. If there exists a conflict of interest in a requested market research
request, this must be identified, documented, and presented to USAC immediately.

i. Where appropriate, the market research shall meet the following objectives, at a
minimum:
1) Consider any laws, regulations, or government-wide policies or standards
unique to the items under study,

2) Gather and reveal information about distribution and support capabilities of
suppliers, maintenance, and estimated costs, if available,

3) Gather and reveal information about available sources, vendors, resellers
and their capability,

4) Gather and reveal information about mandatory sources for the product or
services, and

5) Gather and reveal information on hosting solutions that are compatible with
the long-term strategy of the organization and that can be evaluated by IT.

ii. When required by the CISO, Contractor shall conduct market research using a
process (reviewed and approved by USAC Procurement) that provides information
on the following, at a minimum:

1) Existing and available products in the market,

2) Potential capable sources,

3) Competitive market forces,

4) Generalized pricing information, if available online,

""USAC Procurement Department facilitates formal market research such as Requests for Information (“RFI”) and
handles communications with potential vendors
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iii.

5) Varying levels of product performance and quality,
6) Commercial practices, and
7) Support capabilities.

Contractor shall evaluate alternative approaches in delivering fully capable system
architectures, including leveraging existing systems where feasible. When required
by the CISO, Contractor shall perform alternative system design studies that
demonstrate potential for the following, at a minimum:

1) Reduced complexity,

2) Lower cost,

3) Quicker delivery schedules,

4) Higher levels of performance or customer satisfaction, and

5) Lower sustainment cost over the entire lifecycle of the system.

¢. Information Security Program Management Plan and Strategic Planning: Contractor
shall develop and maintain a plan which will codify the purpose and responsibilities of the
Information Security Program (“Information Security Program Management Plan”) and
provide updates at least annually. In doing so, Contractor shall:

1.

1l

1.

Develop a strategic and tactical Information Security Program Management Plan
to include a method for tracking program maturity, performance, metrics, and
improvement over time. This plan should:
1) Use NIST and other applicable federal frameworks, resources, and guidance
as benchmarks.
2) Identify domains that require further development and provide
recommendations for improvement plans; provide a maturity plan for each
domain to strengthen USAC security posture.

Develop a strategic five (5) year Information Security roadmap (“Security
Roadmap”) and a tactical Information Security eighteen (18) month action plan
(“Security 18-month Plan”) that provides recommendations on sequence and
prioritization of major and minor cybersecurity initiatives to improve effectiveness
across all security domains. The Security Roadmap should be updated annually,
and the Security 18-month Plan should be updated quarterly.

Collaborate with the IT PMO, IT Product Management, etc., resources to develop
and implement project management oversight for the implementation of the
eighteen (18) month action plan.

d. Information Security Metrics: Contractor shall formalize and standardize the reporting
of information security metrics by performing the following:

1.

11.

Develop a monthly metrics template designed to demonstrate key cybersecurity
points of interest and risk to the executive level and provide updates at least
annually.

Collaborate across the OCISO to ensure that information security metrics are
collected and consolidated to measure the Information Security Program’s
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effectiveness. These metrics should be delivered at least monthly and will include,
at a minimum, status and trends in each area:

1) IT System and Business Risks

2) Active Vulnerabilities

3) Assessment & Authorization

4) Contingency Planning

5) Incident Response

6) Information Security Education, training, and awareness

iii. Provide analysis and feedback at least annually to the CISO and OCISO leadership
on the effectiveness and value of the metrics being collected and reported.

B. Cybersecurity Incident Response Support: Cybersecurity Incident Response is a key
component of the Information Security Program, and Contractor shall contribute to the continual
maturation and implementation of appropriate and substantial incident response by performing the
following:

a. Collective Incident Response Plan: Contractor shall be responsible for developing and

C.

maintaining the “Collective Incident Response Plan”, which codifies USAC’s approach
and steps for preparing for, responding to, and recovering from cybersecurity, privacy,
fraud, operational, etc., incidents, and providing necessary updates on an annual basis. The
Collective Incident Response Plan shall document USAC’s processes for preparing for and
responding to cybersecurity, privacy, fraud, operational, etc., incidents. Contractor shall
coordinate and collaborate with the USAC Privacy Officer, OGC, Director of Systems
Operations, etc., in addressing the privacy, fraud, operational, etc., components of the
Collective Incident Response Plan respectively. Contractor shall work closely with the
CISO in documenting the cybersecurity components of the Collective Incident Response
Plan.

Ransomware Response Plan: Contractor shall collaborate across the Information
Security Program as well as the appropriate teams across USAC (i.e., OGC, EPI) and the
FCC to document, finalize, and maintain the USAC “Ransomware Response Plan”, which
will codify USAC’s approach and steps for preparing for, responding to, and recovering
from a ransomware attack. Contractor shall review and provide updates to the Ransomware
Response Plan at least annually.

Cybersecurity Incident Response Training Program:

i. Develop and document a robust cybersecurity incident response training program,
including training content, to assist with the education of all USAC employees and
contractors. Monitor and take charge of ongoing maintenance of Cybersecurity
Incident Response awareness and training needs for those with executive level and
tactical information security incident response responsibilities (“Cybersecurity
Incident Response Training Program”). Contractor shall ensure the Cybersecurity
Incident Response Training Program is implemented and managed through
collaboration with the USAC HR team. In addition, the Cybersecurity Incident
Response Training Program must focus on, but not be limited to:

Universal Service Administrative Co. | CISO Advisory Services | IT-23-053
Request for Proposals (RFP)
Page 12



=18 18 Universal Service Available for Public Use
UINE  Administrative Co.

1l

1) Functional-level knowledge of federal legislation and guidance applicable
to incident response

2) USAC Collective Incident Response Plan

3) Integration of incident response processes with FCC, Department of
Homeland Security (“DHS”), and other federal and law enforcement bodies

Develop and track metrics to assess the effectiveness of the Cybersecurity Incident
Response Training Program to be delivered at least quarterly.

C. Information Security Awareness Training Support: In conjunction with the USAC CISO,
Contractor shall be responsible for establishing and maintaining information-security awareness
through a security awareness program by performing the following:

a. Cybersecurity Compliance Training Program:

1.

11.

Develop a robust cybersecurity compliance training program, including training
content, to assist with the education of all USAC employees and contractors,
monitoring, and ongoing maintenance of general cybersecurity awareness and
training needs (“Cybersecurity Compliance Training Program”). Contractor shall
ensure that the Cybersecurity Compliance Training Program is implemented and
managed through collaboration with USAC HR team. The Cybersecurity
Compliance Training Program must initially focus on the following, and will be
expanded as needed based on emergence of new directives or specific
Cybersecurity training needs identified by the CISO:

1) Basic information security concepts

2) Cybersecurity threats

3) Phishing

4) Password Management

5) Social Engineering

6) Insider Threat

7) Security incident/suspicious events reporting

Develop and track metrics to assess the effectiveness of the Cybersecurity
Compliance Training Program to be delivered at least quarterly.

b. New Hire and Contractor Onboarding Cybersecurity Compliance Training
Program:

1.

Develop a robust new hire and contractor onboarding cybersecurity compliance
training program, including training content, to assist with the education of all
USAC employees and contractors, monitoring, and ongoing maintenance of
general cybersecurity awareness and training needs (“New Hire and Contractor
Onboarding Cybersecurity Compliance Training Program”). Contractor shall
ensure that the New Hire and Contractor Onboarding Cybersecurity Compliance
Training Program is implemented and managed through collaboration with USAC
HR team. The New Hire and Contractor Onboarding Cybersecurity Training
Program must initially focus on the following, and will be expanded as needed
based on emergence of new directives or specific cybersecurity training needs
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11.

identified by the CISO:
1) Basic information security concepts
2) Cybersecurity threats
3) Phishing
4) Password Management
5) Social Engineering
6) Insider Threat
7) Security incident/suspicious events reporting

Develop and track metrics to assess the effectiveness of the New Hire and
Contractor Onboarding Cybersecurity Compliance Training Program to be
delivered at least quarterly.

¢. Role-based Cybersecurity Training Program:

L.

1l

Develop, document and submit a robust role-based cybersecurity training program,
including training content, to assist with the education of all USAC employees and
contractors, monitoring, and ongoing maintenance of cybersecurity awareness and
training needs for those with privileged and/or significant information security
responsibilities (“Role-based Cybersecurity Training Program”™). Contractor shall
collaborate with the HR team to implement and manage the Role-based
Cybersecurity Training Program. In addition, the Role-based Cybersecurity
Training Program must initially focus on the following and will be expanded as
needed based on emergence of new directives or specific cybersecurity role-based
training needs identified by the CISO:
1) Functional-level knowledge of information security federal legislation and
guidance applicable to USAC
2) USAC Information Security governance policies
3) Cybersecurity best practices to cope with evolving cyber threats
4) Fundamental requirements to establish a mature information security
program

Develop and track metrics to assess the effectiveness of the Role-based
Cybersecurity Training Program to be delivered at least quarterly.

d. IT Rules of Behavior: Review and update the IT Rules of Behavior on an annual basis
with the following taken into account: industry best-practices, changes to information
security and cybersecurity standards and policy, and feedback from within the Information
Security Program, OGC, EPI, HR, and other teams across USAC. Coordinate with HR and
EPI to ensure an up-to-date version is always posted in the appropriate, internally
accessible location (i.e., USAC Intranet).

D. Information Technology, Information Security, and Cybersecurity Audit Support: At the
direction of the CISO, Contractor shall be responsible for managing the strategic and day-to-day
aspects of providing internal inspection and audit support by performing the following:
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a. Annual FISMA Audit Support:

i. Develop and maintain a “FISMA Audit Project Plan”, which will define both the
actions to be taken in preparation for, during, and post annual FISMA Audit
activities. The FISMA Audit Project Plan should also include an analysis of the
prior year’s FISMA audit findings and the associated recommended remediation
actions to be delivered annually. The FISMA audit is usually conducted between
May and August, but this timeline is subject to change.

ii. Provide an annual self-assessment against the current federal fiscal year Office of
Inspector General (“OIG”) FISMA metrics (“FISMA Audit Self-Assessment”)
with recommended actions for improving or maintaining current maturity status. In
developing the FISMA Audit Self-Assessment, it is to be formally presented to
OCISO leadership and IT Leadership on an annual basis before the commencement
of each year’s annual FISMA Audit.

iii. Provide audit support to the USAC CISO by overseeing and conducting pre-,
during, and post-audit activities. These activities will include, at a minimum:

1) Serve as a liaison between USAC and the FISMA auditors;

2) Coordinate and track all audits requests, meetings, and deliverables;

3) Provide weekly “FISMA Audit Weekly Status Reports” documenting, at a
minimum, the status of all Provided by client artifacts (“PBC”), auditor
meeting and observation session outcomes, any draft audit findings, and any
suspected audit findings or issues;

4) Draft and submit for USAC and FCC review and approval, corrective action
plans (“CAPs”) for all FISMA findings to include prior year open findings,
at the direction of the CISO and in coordination with USAC OGC, CIO, and
EPI; and

5) Draft and submit for USAC and FCC review and approval FISMA Audit
Project Plan finding closure evidence once the appropriate action and
documentation has been provided.

b. Internal and External AAD Audit Support:

1. Provide audit support to the USAC CISO by overseeing and conducting pre-,
during, and post-audit activities. These activities will include, at a minimum:

1) Serve as a liaison between IT and the USAC Audit and Assurance
Department (“AAD”) auditors;

2) Coordinate and track all audit requests, meetings, and deliverables;

3) Provide weekly “AAD Audit Weekly Status Reports” documenting, at a
minimum, the status of all PBCs, auditor meeting and observation session
outcomes, any draft audit findings, and any suspected audit findings or
issues;

4) Draft and submit for CIO review and approval, CAPs for all AAD Audit
findings to include prior audit open findings, at the direction of the CISO
and in coordination with EPI; and

5) Draft and submit for CIO review and approval audit finding closure
evidence once the appropriate action and documentation has been provided.
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c. A-123 Audit Support:

1.

Provide audit support to the USAC CISO by overseeing and conducting pre-,
during, and post-audit activities. These activities will include, at a minimum:

1) Serve as a liaison between IT and the EPI;

2) Coordinate and track all audit requests, meetings, and deliverables;

3) Provide weekly “A-123 Exercise Weekly Status Reports” documenting, at
a minimum, the status of all activities supporting the development of CAPs
and/or entity level assessments (“ELA”) at the direction of the CISO; and

4) Draft and submit for CIO review and approval, CAPs and/or ELAs at the
direction of the CISO and in coordination with EPI. In developing the ELA,
facilitate a final review with OCISO leadership and IT Leadership and
capture final approval by the CISO and CIO before submission to EPI.

E. Transition In or Out Services: As tasked, Contractor shall facilitate the transition of contracted
activities and services to USAC personnel or to a follow-on contractor at the beginning or at the
end of the contract period of performance. Representative activities under this task area may

include:

il.

iil.

1v.

Provide USAC with current versions of all system and user documentation;

Provide USAC all licensing and renewal information, asset management records,
software documentation, and training materials;

Provide USAC with a current inventory of all USAC-owned assets used by
Contractor along with full support in the reconciliation of this inventory;

Provide USAC with current versions of all operational procedures, standard
operating procedures, guidelines, performance reports, specifications for hardware
and software, in-flight activities, and other pertinent information needed to continue
the services being performed by Contractor; and

Provide “shadowing” and other knowledge transfer meetings and opportunities to
facilitate the transfer of information, processes, and data needed to continue the
services being performed by Contractor.

F. Reporting: Contractor shall develop and deliver reports to communicate and showcase the
accomplishments, deliverables from during the current month, and deliverables planned to be
delivered in the subsequent month.

a. Deliverable Schedule: Contractor shall develop a formal report that showcases a proposed

comprehensive “Deliverable Schedule” incorporating all deliverables contained in this
Section (Section B.7: Scope of Services and Deliverables) and when the Contractor
proposes these to be delivered. The Deliverable Schedule should be presented for approval
by USAC and reviewed at least monthly.

b. Weekly Status Report: Contractor shall develop an informal report on a weekly basis that
is a consolidated update of all activities and deliverables performed or delivered during the
preceding week, as well as planned activities and deliverables for the subsequent week (as
described in more detail in Section B.11.B.b. -- “Weekly Status Report”).
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c. Monthly Status Report: Contractor shall develop a formal report of all major/significant
activities, accomplishments, and deliverables performed or delivered during the preceding
month, as well as planned major/significant activities and deliverables for the subsequent
month to be communicated to OCISO leadership (“Monthly Status Report™).

8. KEY PERSONNEL

USAC does not intend to dictate the composition of the ideal team to perform this Contract. Offeror shall
provide consultant staffing for, at minimum, the labor category listed below. Offeror may also propose
additional labor categories in its proposal submission. Any additional labor categories must include the
experience and qualifications of the personnel to be assigned to that labor category. USAC requires that
Key Personnel be assigned for the duration of the awarded Contract. Key Personnel may be replaced or
removed subject to RFP requirements.

Security Program Consultant: The Security Program Consultant shall be responsible for
managing the strategic and day-to-day aspects of the Information Security Program. The Security
Program Consultant must have the following qualifications:

e Bachelor’s degree (master’s degree strongly preferred) and advanced relevant technical
training and certifications. Eight (8) to ten (10) years of directly related work experience.

e Five (5) to seven (7) years of management experience.
e Three (3) to four (4) years of business leadership experience.

e Strong experience and knowledge in the following areas expected:
= NIST
= FISMA and FedRAMP
= Audit Assessment Experience (internal and external)
= Active Directory Systems
= Network Security
= Database Security
= Operating Security
= Application Security
= System Security
= Incident Response Management and Training
= Enterprise IT Policy and Definitions
= Forecasting/Budgeting

Preferred qualifications:
e CISSP Certified Information Systems Security Professional
CISM Certified Information Security Manager
SANS Certification
PMP Certification

9. APPLICABLE DOCUMENTS

The work to be performed under the awarded Contract will assist USAC in better meeting legislative
mandates and associated implementation guidance from the Office of Management and Budget (“OMB”),

Universal Service Administrative Co. | CISO Advisory Services | IT-23-053
Request for Proposals (RFP)
Page 17



=18 18 Universal Service Available for Public Use
UINE  Administrative Co.

NIST, DHS, FCC, and other federal agencies. Contractor must comply with, but not limited to, the
following statutes, and acts:

Computer Security Act of 1987, PL 100-235
Federal Information Security Modernization Act of 2014 (FISMA)
Federal Cybersecurity Workforce Assessment Act of 2015

OMB Memorandum M-14-03: Enhancing the Security of Federal Information and Information
Systems

5. OMB Circular A-130 and Appendix III, Security of Federal Automated Information Resources
6. OMB Circular A-123, Management's Responsibility for Internal Control

7. Presidential Decision Directives
8
9

b=

. Executive Orders (such as 14028)
. NIST Cybersecurity Framework
10. USAC, current policies for Information Systems Security and Privacy
11. E-Government Act of 2002
12. Clinger-Cohen Act of 1996
13. Computer Fraud and Abuse Act of 1986
14. NIST Special Publications — 800 Series
15. NIST Federal Information Processing Standards
16. The Privacy Act of 1974
17. Section 508 of the Rehabilitation Act of 1973

10. DELIVERABLES

Contractor shall provide the following deliverables in accordance with terms set forth below and in Section
C of this RFP.

# Frequency | Deliverable Description
01 | Annually Annual Information | (Section B. 7.A.a.v.) Develop and submit a report on the
Technology Risk state of IT from a cybersecurity perspective as well as a
Memo consolidated list of major IT risks to be delivered by the
CISO to the CIO on an annual basis.
02 | As Communications and | (Section B.7.A.a.vi.1-2.) Serve as the primary liaison with

Requested | Deliverables to FCC | the FCC IT Security Team by: monitoring, conducting,
and/or contributing to all communications between the
USAC Information Security Program and the FCC IT
Security Team; and reviewing documentation and/or
deliverables, as assigned, prior to being submitted to the
FCC IT Security Team.

03 | Bi-weekly | FCC IT Security (Section B.7.A.a.vi.3.) Facilitate and lead the FCC bi-
Meeting Preparation weekly IT security meetings by reviewing the agenda,
and Facilitation leading preparation activities, reviewing meeting minutes,
and conducting any follow ups needed post meeting.
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# Frequency | Deliverable Description
04 | Annually Network Security (Section B.7.A.a.vii.) Develop and submit the annual
Report “Network Security Report” on behalf of USAC IT for
delivery by the CISO to the FCC.
05 | Quarterly Information Security | (Section B.7.A.a.viii.) Develop and maintain for review a
Program Calendar calendar of all major tasks, efforts, initiatives, and
Updates deliverables to be developed and/or delivered by the
Information Security Program. This list of such items
includes, but is not limited to:
1. Annual Information Technology Risk Memo
2. Network Security Report to the FCC
3. Annual Cybersecurity Compliance Training
4. Annual Role-based Cybersecurity Training
5. IT Rules of Behavior Review and Recertification
06 | Ongoing CISO Document (Section B.7.A.a.ix.) Manage the structure, permissions,
Repositories and access to CISO internal and external document
repository.
07 | As Market Research and | (Section B.7.A.b.) Deliver formal and informal market
Requested | Studies research and studies as requested by the CISO and/or
OCISO.
08 | Annually Information Security | (Section B.7.A.c.i.) Contractor shall develop, maintain and
Program submit a plan which will codify the purpose and
Management Plan responsibilities of the Information Security Program and
and Updates provide updates at least annually.

09 | Annually Security Roadmap (Section B.7.A.c.ii.) Develop and submit a strategic five
(5) year Information Security roadmap that provides
recommendations on sequence and prioritization of major
and minor cybersecurity initiatives to improve
effectiveness across all security domains.

10 | Quarterly Security 18-Month (Section B.7.A.c.ii.) Develop and submit a tactical

Plan Information Security 18-month Plan that provides
recommendations on sequence and prioritization of major
and minor cybersecurity initiatives to improve
effectiveness across all security domains.

11 | Annually Monthly Metrics (Section B.7.A.d.i.) Contractor shall formalize and

Template standardize the collection reporting of Information
Security metrics by developing and submitting a monthly
metrics template designed to demonstrate key
cybersecurity points of interest and risk to the executive
level, review and update at least annually.

12 | Monthly Monthly Metrics (Section B.7.A.d.ii.) Collaborate across the OCISO to

Report ensure information security metrics are collected and
consolidated to measure the Information Security
Program’s effectiveness.
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# Frequency | Deliverable Description
13 | Annually Analysis and (Section B.7.A.d.iii.) Provide analysis and feedback at
Feedback of Metrics | least annually to the CISO and OCISO leadership on the
Template effectiveness and value of the metrics being collected and
reported.
14 | Annually Collective Incident | (Section B.7.B.a.) The Collective Incident Response Plan
Response Plan shall document USAC’s processes for preparing for and
responding to cybersecurity, privacy, fraud, operational,
etc., incidents. Contractor shall review and provide
updates to the Collective Incident Response Plan at least
annually or more frequently at the request of the CISO.
15 | Annually Ransomware (Section B.7.B.b.) Contractor shall collaborate across the
Response Plan Information Security Program as well as the appropriate
teams across USAC (i.e., OGC, EPI) and the FCC to
document, finalize and deliver the USAC Ransomware
Response Plan. Contractor shall review and provide
updates to the Ransomware Response Plan annually or
more frequently at the request of the CISO.
16 | Annually Cybersecurity (Section B.7.B.c.i.) Develop and document a robust
Incident Response Cybersecurity Incident Response Training Program,
Training Program including training content, to assist with the education of
all USAC employees and contractors. Monitor and take
charge of ongoing maintenance of Cybersecurity Incident
Response awareness needs for those with executive level
and tactical information security incident response
responsibilities. Contractor shall review and provide
updates to the Cybersecurity Incident Response Training
Program annually.
17 | Quarterly | Cybersecurity (Section B.7.B.c.ii.) Develop and track metrics to assess
Incident Response the effectiveness of the Cybersecurity Incident Response
Training Program Training Program.
Metrics
18 | Annually Cybersecurity (Section B.7.C.a.1.) Develop and document a robust
Compliance Training | cybersecurity compliance training program, including
Program training content, to assist with the education of all USAC
employees and contractors, monitoring, and ongoing
maintenance of general cybersecurity awareness and
training needs. Contractor shall review and provide
updates to the Cybersecurity Compliance Training
Program annually.
19 | Quarterly | Cybersecurity (Section B.7.C.a.ii.) Develop and track metrics to assess
Compliance Training | the effectiveness of the Cybersecurity Compliance
Program Metrics Training Program.
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# Frequency | Deliverable Description
20 | Annually New Hire and (Section B.7.C.b.i.) Develop, document and submit a
Contractor robust New Hire and Contractor Onboarding
Onboarding Cybersecurity Compliance Training Program, including
Cyb‘er‘securlty training content, to assist with the education of all USAC
Training Program employees and contractors, monitoring, and ongoing
maintenance of general cybersecurity awareness needs.
Contractor shall review and provide updates to the New
Hire and Contractor Onboarding Cybersecurity Training
Program annually.
21 | Quarterly New Hire and (Section B.7.C.b.ii.) Develop and track metrics to assess
Contractor the effectiveness of the New Hire and Contractor
Onboarding Onboarding Cybersecurity Compliance Training Program.
Cybersecurity
Training Program
Metrics
22 | Annually Role-based (Section B.7.C.c.i.) Develop, document and submit a
Cybersecurity robust Role-based Cybersecurity Training Program,
Training Program including training content, to assist with the education of
all USAC employees and contractors, monitoring, and
ongoing maintenance of general cybersecurity awareness
needs. Contractor shall review and provide updates to the
Role-based Cybersecurity Training Program annually.
23 | Quarterly Role-based (Section B.7.C.c.ii.) Develop and track metrics to assess
Cybersecurity the effectiveness of the Role-based Cybersecurity Training
Training Program Program.
Metrics
24 | Annually IT Rules of Behavior | (Section B.7.C.d.) Review and update the IT Rules of
Review and Update | Behavior on an annual basis with the following taken into
account: industry best-practices, changes to information
security and cybersecurity standards and policy, and
feedback from within the Information Security Program,
OGC, EPI, HR, and other teams across USAC.
25 | Annually FISMA Audit (Section B.7.D.a.i.) Develop, maintain and submit a
Project Plan FISMA Audit Project Plan including an analysis of the
prior year’s FISMA audit findings and associated
recommended remediation actions to be delivered
annually prior to the annual FISMA audit.
26 | Annually FISMA Audit Self- | (Section B.7.D.a.ii.) Provide a self-assessment against the
Assessment current federal fiscal year OIG FISMA metrics with
recommended actions for improving or maintaining
current maturity status.
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27 | Weekly FISMA Audit (Section B.7.D.a.iii.1-3.) Provide weekly audit status
(during Weekly Status reports documenting, at a minimum, the status of all
Audit) Reports PBCs, auditor meeting and observation session outcomes,

any draft audit findings, and any suspected audit findings
or issues

28 | Annually FISMA Audit (Section B.7.D.a.iii.4.) Draft and submit for USAC and
Correction Action FCC approval CAPs for all FISMA findings to include
Plans prior year open findings, at the direction of the CISO and

in coordination with USAC OGC, CIO, and EPI.

29 | As-Needed | FISMA Audit (Section B.7.D.a.iii.5.) Draft and submit for USAC and
Finding Closure FCC review and approval FISMA audit finding closure
Evidence evidence once the appropriate action and documentation
Submission has been provided.

30 | Weekly AAD Audit Weekly | (Section B.7.D.b.i.1-3.) Provide weekly audit status
(during Status Reports reports documenting, at a minimum, the status of all
Audit) PBCs, auditor meeting and observation session outcomes,

any draft audit findings, and any suspected audit findings
or issues

31 | As-Needed | AAD Audit (Section B.7.D.b.i.4.) Draft and submit for CIO approval
Correction Action CAPs for all AAD audit findings to include prior open
Plans findings, at the direction of the CISO and in coordination

with EPI.

32 | As-Needed | Audit Finding (Section B.7.D.b.1.5.) Draft and submit for CIO review
Closure Evidence and approval Audit finding closure evidence once the
Submission appropriate action and documentation has been provided.

33 | Weekly A-123 Weekly (Section B.7.D.c.3.) Provide weekly exercise status reports
(during Status Reports documenting, at a minimum, the status of all activities
Exercise) supporting the development of CAPs and/or ELAs at the

direction of the CISO.

34 | Annually A-123 ELA (Section B.7.D.c.4.) Draft and submit for CIO review and
approval, CAPs and/or ELA at the direction of the CISO
and in coordination with EPI.

35 | One-time Transition In Plan (Section B.7.E.) Develop a 60-day plan for onboarding all
(within five (5) resources and providing support for USAC teams and
business days of deliverables.
contract award)

36 | One-time Transition Out Plan | (Section B.7.E.) Develop a 60-day plan for onboarding
[No later than sixty | resources and providing support for USAC teams for the
(60) days before end | knowledge transfer of all deliverables and responsibilities.
of contract period of
performance]
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Frequency

Deliverable

Description

37

One-time
(with
monthly
update)

Deliverable
Schedule

(Section B.7.F.a.) Develop a proposed comprehensive
deliverable schedule incorporating all deliverables
contained in this section and when the Contractor
proposes these to be delivered; proposed deliverable
schedule to be presented for approval by USAC and
reviewed at least monthly.

Note: all deliverables need to be accompanied by a
Deliverable Acceptance Form (“DAF”) in order to be
formally accepted by USAC.

38

Weekly

Weekly Status
Report

(Section B.7.F.b.) Provide an informal weekly
consolidated update of all activities and deliverables
performed or delivered during the preceding week as well
as planned activities and deliverables for the subsequent
week.

Note: a consolidation of all previously mentioned weekly
status reports will be acceptable. Additionally, this
deliverable includes reporting on all activities performed
or requested in accordance with all subsections of Section
B.7 not directly associated with a deliverable listed in this
table (i.e., oversight and advisory services,
recommendations, demand and project schedule
generation, etc.).

39

Monthly

Monthly Status
Report

(Section B.7.F.c.) Provide a formal report of
major/significant activities, accomplishments, and
deliverables performed or delivered during the preceding
month as well as planned major/significant activities and
deliverables for the subsequent month to be communicated
to USAC leadership.

11. MEETINGS

A. Project Kick-Off Meeting

a. Within five (5) business days of the Contract effective date, Contractor shall initiate work
on this Contract by meeting with key USAC representatives to ensure a common
understanding of the requirements, expectations, and ultimate end products and transition-
in plan. Contractor shall discuss the overall understanding of the project and review the
background information and materials provided by USAC.

b. Discussions will also include the scope of work, deliverables to be produced, how the
efforts will be organized and how the project will be conducted.

c. Contractor shall present the project plan to USAC for discussion and approval. The project
plan should detail the agile process for reporting and remediating critical and high findings
prior to issuing the final deliverables. A concerted effort shall be made to gain a thorough
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understanding of USAC’s expectations. However, nothing discussed in this, or in any
subsequent meetings or discussions between USAC and Contractor shall be construed as
adding to, deleting, or modifying any Contract requirements, including deliverable
specifications and due dates. All Contract modifications and amendments must be
approved in writing by an authorized USAC Procurement representative.

B. Weekly Status Meetings

a.

Key Personnel must schedule and participate in weekly status meetings. Physical travel to
USAC’s office for attendance and participation will be required, as needed; otherwise,
virtual attendance and participation is required.

Contractor shall prepare the Weekly Status Report and submit it to USAC once per week.
The report must include the current status for each of the project work streams including
percentage of completion, achievements, and any risks/issues relating to Contract
performance or payment. The report must include an expected completion date and the
circumstances surrounding any possible delays. The report shall be submitted one (1)
business day before each regularly scheduled status meeting and no later than Friday at
noon (12:00 PM ET) during weeks in which the meeting is scheduled for Monday, or when
no status meeting is scheduled. The Weekly Status Report shall be used as the basis of the
status meeting discussion.

C. Milestone Status Meetings

a.

Key personnel must be prepared to present each deliverable either in-person or via webcast
meeting, as directed by USAC. For revision rounds, the Contractor’s Key Personnel must
be prepared to walk through any editing round questions via phone.

Key Personnel must be prepared to provide interim deliverable updates, as requested by
USAC.

D. Accessibility

a.

Key Personnel must be accessible via telephone or email during USAC’s normal business
hours, Monday through Friday (9:00 AM - 6:00 PM ET).
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SECTION C:
USAC Terms and Conditions

1. DEFINITIONS

A.

“Added Service” means a service that Contractor may perform for USAC that is not specified
in the Scope of Work part of the Contract.

“Code” means the United States Bankruptcy Code.

“Confidential Information” is defined in Section 16 of these USAC Standard Terms and
Conditions.

“Contract” means these USAC Terms and Conditions (including the attached USAC Standard
Terms and Conditions Privacy and Security Addendum), and any documents attached to these
USAC Terms and Conditions that constitutes the entire agreement between the parties with
respect to the subject matter hereof.

“Contract Term” means the Initial Term of these USAC Standard Terms and Conditions and
any executed Optional Renewal Terms.

“Contractor” means the Offeror (as defined elsewhere in the Contract) whose proposal was
selected for award of the Contract.

“Contractor Staff” means Contractor’s employees, subcontractors, consultants, and agents
used to provide Services and/or create Deliverables under this Contract, including, but not
limited to, Key Personnel. “Contractor Staff” also includes the entity that employs
Contractor’s employees, subcontractors, consultants, and agents in all cases except where the
context clearly references only individuals.

“Courts” means the district and, if applicable, federal courts located in the District of
Columbia.

“Deliverables” means the goods, items, products, and materials that are to be prepared by
Contractor and delivered to USAC as described in the Contract.

“Derivative Works” means any and all modifications or enhancements to, or any new work
based on, in whole or in part, any USAC Data, Confidential Information, Software, or
Deliverable regardless of whether such modifications, enhancements or new work is defined
as a “derivative work™ in the Copyright Act of 1976.

“Discloser” means a party to this Contract that discloses Confidential Information to the
Recipient.
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“FCC” means the Federal Communications Commission, including, but not limited to, the
Office of the Managing Director, the Office of Economics and Analytics, the Wireless
Telecommunications Bureau, the Enforcement Bureau, the Wireline Competition Bureau, and
the Public Safety and Homeland Security Bureau.

“Initial Term” means the original duration of these USAC Standard Terms and Conditions as
described in Section 2 of these USAC Standard Terms and Conditions.

“Key Personnel” means the full-time employees of Contractor that are in the positions
identified elsewhere in the Contract as those that are required to perform the Services.

“Optional Renewal Term” means an additional one year period that can extend the duration of
these USAC Standard Terms and Conditions, and that can be exercised at USAC’s sole
discretion as described in Section 2 of these USAC Standard Terms and Conditions.

“Privacy and Security Addendum” means the part of this document that includes most of the
language regarding Contractor’s obligations around protecting USAC Data.

“Procurement Regulations” mean the following provisions of the Code of Federal Regulations:
2 C.F.R. §§200.318-321, 200-324, 200.326-327 and App. II to C.F.R. Part 200.

“Recipient” means a party to this Contract that receives Confidential Information from a
Discloser.

“SAM” means the System for Award Management or suspension or debarment status of
proposed subcontractors that can be found at https:/www.sam.gov.

“SAN” means the Supplier Actionable Notification, which is a method of paying USAC
invoices.

“Services” means the services, tasks, functions, and responsibilities described in the Contract.
“Software” means any application programming interface, content management system or any
other computer programs, protocols, and commands that allow or cause a computer to perform
a specific operation or series of operations, together with all Derivative Works thereof.

“Solicitation” means the request for Services described in the Contract.

“Sub-Recipient” means a partner, joint venturer, director, employee, agent, or subcontractor of
a Recipient to whom a Recipient must disclose Confidential Information.

“UCSP” means the USAC Coupa Supplier Portal, which is a method of paying USAC invoices.

“USAC” means Universal Service Administrative Company.
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AA. “USAC Data” means any data, materials, or communications in any form or format, whether
tangible or intangible, spoken or written (regardless of media) provided by USAC to
Contractor for use in the performance of the Contract, data that is collected, developed or
recorded by Contractor in the performance of the Contract, including without limitation,
business and company personnel information, program procedures and program specific
information, and Derivative Works thereof. All USAC Data is Confidential Information and
subject to all requirements in Section 16 of these USAC Standard Terms and Conditions.

BB. “USAC IT System(s)” means USAC’s electronic computing and/or communications systems
(including but not limited to various internet, intranet, extranet, email and voice mail).

CC. “USAC Standard Terms and Conditions” means this document that provides the legal terms
that govern this Contract.

DD. “USF” means the Universal Service Fund.
2. TERM

The Initial Term is the period of time from the Effective Date (as defined in the cover sheet to this
Contract) of the Contract to . After the conclusion of the Initial Term, USAC will have the
right to extend the Contract Term by exercising up to (__) one-year Optional Renewal Terms.
USAC may exercise an Optional Renewal Term by written notice to Contractor within ten (10) days prior
to expiration of the then current Initial Term or Optional Renewal Term.

3. ACCEPTANCE /REJECTION

Contractor shall only tender for acceptance Services and Deliverables that conform to the requirements of
the Contract. USAC will, following Contractor’s tender, inspect or test the Deliverables or Services and:

A. Accept the Services and Deliverables; or
B. Reject the Services and Deliverables and advise Contractor of the reasons for the rejection.

USAC will only accept Services or Deliverables that meet the acceptance criteria described in a statement
of work or scope of work to the Contract. If the Service or Deliverable is Software or hardware intended
for USAC IT Systems, USAC will require acceptance testing during an acceptance period that will be
described in a statement of work or scope of work to the Contract.

USAC will reject any Service or Deliverable that does not conform to the acceptance criteria described in
a statement of work or scope of work to the Contract. If rejected, Contractor must repair, correct, or
replace nonconforming Deliverables or re-perform nonconforming Services, at no increase in Contract
price. If repair, correction, replacement, or re-performance by Contractor does not cure the defects within
thirty (30) calendar days or if curing the defects is not possible, USAC may terminate for cause under
Section 12 of these USAC Standard Terms and Conditions, and in addition to any other remedies, may
reduce the Contract price to deduct amounts for the defective work.
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Unless specified elsewhere in the Contract, title to items furnished under the Contract shall pass to USAC
upon acceptance, regardless of when or where USAC takes possession.

4. ENTIRE CONTRACT / BINDING EFFECT

The Contract supersedes and replaces all prior or contemporaneous representations, dealings,
understandings, or agreements, written or oral, regarding such subject matter. In the event of any conflict
between these USAC Standard Terms and Conditions and any other document made part of the Contract,
the USAC Standard Terms and Conditions shall govern. The Contract shall be binding upon and shall
inure to the benefit of the parties hereto and their respective successors and assignees.

5. MODIFICATIONS

The terms of the Contract, including these USAC Standard Terms and Conditions, shall not be modified
other than in writing executed by both parties.

6. INVOICES

A.  Where to Submit Invoices. Contractor shall submit invoices through the UCSP method or via
the SAN method. The UCSP method will require Contractor to register and create an account
for the UCSP. An invitation link to the UCSP may be obtained by emailing
CoupaHelp@usac.org. The SAN method will require Contractor to invoice USAC directly from
the purchase order sent by USAC via email. For the SAN method, the USAC email will contain
a notification with action buttons which will allow Contractor to create an invoice, add a
comment, and acknowledge the receipt of the purchase order. For assistance on all Coupa related
billing questions, Contractor may email CoupaHelp@usac.org. For assistance on all non-Coupa
related billing questions, Contractor may email accounting(@usac.org.

B.  Invoice Submittal Date. Contractor may submit invoices for payment upon completion and
USAC’s acceptance of all of the work associated with a Contract or, if the period of performance
of a Contract exceeds sixty (60) days, once every thirty (30) days, with the submission of the
first invoice no earlier than thirty (30) days after issuance of the Contract.

C. Content of Periodic Invoices. If periodic invoices are submitted for a Contract, each invoice
shall include only Services that have been completed and Deliverables that have been accepted
as of the date of invoice submission and that have not been billed in a prior invoice.

D. Itemization of Invoices. USAC may require Contractor to re-submit any invoice with a more
detailed itemization of charges upon request.

7. FEES AND RATES INCLUSIVE OF ALL CHARGES AND TAXES

All fees and labor rates specified in the Contract include all charges for labeling, packing, packaging,
loading, storage, inspection, insurance, profit, and applicable federal, state, or local sales, use, or excise
taxes.
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8. PAYMENT

Contractor shall be paid for Services performed on a fixed-price, service category rate basis using the
service categories and fixed rates set forth in Attachment 1. USAC will pay invoices submitted in
accordance with Section 6 of these USAC Standard Terms and Conditions within thirty (30) calendar days
of receipt of invoice, provided the Services and/or Deliverables have been delivered and accepted by
USAC.

Contractor will promptly credit to USAC any payment made to which Contractor is not entitled under
these USAC Standard Terms and Conditions and refund to USAC any such payment for which there are
not sufficient fees against which to credit the overpayment.

Under no circumstance will USAC be liable to pay Contractor any fees not invoiced within ninety (90)
days after Contractor was first permitted to invoice USAC as described in Section 6 of these USAC
Standard Terms and Conditions.

9. ASSIGNMENT, DELEGATION, AND SUBCONTRACTING

Contractor shall not assign, delegate, or subcontract all or any portion of the Contract without obtaining
USAC'’s prior written consent. Consent must be obtained at least thirty (30) days prior to the proposed
assignment, delegation, or subcontracting. USAC may require information and assurances that the
proposed assignee, delegatee, or subcontractor has the skills, capacity, qualifications, and financial
strength to meet all of the obligations under the Contract. An assignment, delegation, or subcontract shall
not release Contractor of the obligations under the Contract, and the assignee, delegatee, or subcontractor
shall be jointly and severally liable with Contractor. Contractor shall not enter into any subcontract with
a company or entity that is debarred, suspended, or proposed for debarment or suspension by any federal
executive agency unless USAC agrees with Contractor that there is a compelling reason to do so.
Contractor shall review the SAM for suspension or debarment status of proposed subcontractors.

10. REPORTS

If any reports are required as part of this Contract, all such reports shall be accurate and timely and
submitted in accordance with the due dates specified in this Contract. Should Contractor fail to submit
any required reports or correct inaccurate reports, USAC reserves the right to delay payment of invoices
until thirty (30) days after an accurate report is received and accepted.

11. TERMINATION FOR CONVENIENCE

USAC may terminate the Contract for any reason or no reason upon one (1) day prior written notice to
Contractor without any liability or obligation thereafter. Subject to the terms of the Contract, Contractor
shall be paid for all time actually spent performing the Services required by the Contract up to date of
termination, plus reasonable charges that USAC, in its sole discretion, agrees in writing have resulted
directly from the termination.

Universal Service Administrative Co. | CISO Advisory Services | IT-23-053
Request for Proposals (RFP)
Page 29



=18 18 Universal Service Available for Public Use
UINE  Administrative Co.

12.  TERMINATION FOR CAUSE

Either party may terminate the Contract for cause upon providing the other party with a written notice.
Such notice will provide the other party with a ten (10) day cure period. Upon the expiration of the ten
(10) day cure period (during which the defaulting party does not provide a sufficient cure), the non-
defaulting party may immediately thereafter terminate the Contract, in whole or in part, if the defaulting
party continues to fail to comply with any term or condition of the Contract or fails to provide the non-
defaulting party, upon request, with adequate assurances of future performance. In the event of
termination for cause, the non-defaulting party shall be entitled to any and all rights and remedies provided
by law or equity. If it is determined that USAC improperly terminated the Contract for cause, such
termination shall be deemed a termination for convenience. In the event of partial termination, the
defaulting party shall continue to perform the portion of the Services not terminated.

13. STOP WORK ORDER

USAC may, in its sole discretion and without further obligation or liability, issue a stop work order at any
time during the Contract Term. Upon receipt of a stop work notice, or upon receipt of a notice of
termination (for cause or convenience), unless otherwise directed by USAC in writing, Contractor shall,
on the stop work date identified in the stop work or termination notice: (a) stop work, and cause Contractor
Staff to stop work, to the extent specified in said notice; and (b) subject to the prior written approval of
USAC, transfer title and/or applicable licenses, as appropriate, to USAC and deliver to USAC, or as
directed by USAC, all USAC Data, Confidential Information, Software, Deliverable, or any Derivative
Work to any of the preceding, whether completed or in process, for the work stopped. In the event of a
stop work order, all deadlines in the Contract shall be extended on a day for day basis from such date, plus
reasonable additional time, as agreed upon between the parties, acting in good faith, to allow Contractor
to reconstitute its staff and resume the work.

14. LIMITATION OF LIABILITY

Except in cases of gross negligence or willful misconduct, in no event shall USAC be liable for any
consequential, special, incidental, indirect, or punitive damages arising under or relating to the
performance of the Contract. USAC’s entire cumulative liability from any causes whatsoever, and
regardless of the form of action or actions, whether in contract, warranty, or tort (including negligence),
arising under the Contract shall in no event exceed the aggregate amount paid by USAC to Contractor in
the year preceding the most recent of such claims. All exclusions or limitations of damages contained in
the Contract, including, without limitation, the provisions of this Section, shall survive expiration or
termination of the Contract.

15. INDEMNITY

Contractor shall indemnify, hold harmless, and defend USAC and its directors, officers, employees, and
agents against any and all demands, claims and liability, costs and expenses (including attorney’s fees and
court costs), directly or indirectly related to: (a) any claims or demands for actual or alleged direct or
contributory infringement of, or inducement to infringe, or misappropriation of, any intellectual property,
including, but not limited to, trade secret, patent, trademark, service mark, or copyright, arising out of or
related to Contractor’s performance of the Contract; (b) any claims or 