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1 Section A: RFP Information and Terms

1.1 Introduction

As the managing partner of the California Telehealth Network Consortium (hereinafter referred
to as CTN-C), the University of California (UC) is issuing this RFP to obtain a comprehensive
set of outsourced telecommunications and network services that in aggregate, will comprise an
interoperable, secure, reliable and cost effective IP-routed WAN that interconnects a minimum
of three hundred healthcare providers throughout the State of California. The resulting WAN is
termed the California Telehealth Network (CTN) and will be dedicated to supporting peer-to-
peer healthcare-related communications. The CTN-C intends that the CTN establish connection
to or directly peer with several regional, statewide and national networks, thereby participating in
a “network of networks” that supports enhanced telehealth services, including telemedicine
consultation, distance education and remote patient monitoring.

1.1.1 Background

The Federal Communications Commission announced in late 2007, its decision to fund the State
of California's proposal to establish a statewide California Telehealth Network. Under the FCC's
Rural Health Care Pilot Program (RHCPP) — with the goal of significantly increasing access to
acute, primary and preventive health care in rural America. The FCC will provide California
with up to $22.1 million over the next three years to create this network, whose goals are to:

e Create a statewide broadband network dedicated to health care, connecting public and
non-profit health care providers in California’s rural and urban areas, and bringing the
benefits of telemedicine to the areas of California where the needs are most acute

e Over a period of three years, connect over three hundred healthcare providers throughout
the state.

e Link the California Telehealth Network to a nationwide backbone, creating greater access
for the state's health care providers to continuing education, research, and peer
networking

e Leverage and build upon California's historic and recent investments in telehealth

e Utilize the California Telehealth Network for ongoing disaster preparedness training

e Report back to the FCC on the State of California's pilot program as to lessons learned
regarding access to advanced services for public and non-profit health providers, and
suggested revisions to the FCC's current rural health rules

The California Telehealth Network proposal was developed by an unprecedented statewide
coalition of health care providers, governmental partners, and other organizations, including:
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Health Care Providers:
e The University of California System (UC)
The UC Office of the President (Managing Partner)
The UC Davis Health System (Project Management Lead)
Rural health networks and coalitions
0 The Northern Sierra Telehealth Network
0 The Community Clinics Health Network (CCHN)
o0 Central Valley Health Network (CVHN)
0 The Southern Sierra Telehealth Network (SSTN)
0 Open Door Health Network/Open Door Community Health Center (ODCHC)
e The Indian Health Service (IHS) network
Governmental Partners:
The Office of the Governor
California Health & Human Services Agency (CHHSA)
The Office of Statewide Health Planning and Development (OSHPD)
California Business, Transportation and Housing Agency (BTH)
The California Department of Managed Health Care (DMHC)
The California Office of Emergency Services (OES)
The California Public Utilities Commission (CPUC)
The California Emerging Technology Fund (CETF)
The California Institute for Telecommunications and Information Technology (Cal 1T2)
Other Organizations:
The California Hospital Association (CHA)
The California Health Foundation and Trust (CHFT)
The California Telemedicine & eHealth Center (CTEC)
The California State Rural Health Association (CSRHA)
The California Primary Care Association (CPCA)

Additional information regarding the FCC Rural Health Care Pilot Program, including a
downloadable version of the complete original California RHCPP proposal to the FCC, can be
found at the FCC RHCPP Web site:

http://www.fcc.gov/cab/rural/rhcp.html

Additional Information regarding the California Telehealth Network (CTN) program can be
found at the CTN Web site:

http://caltelehealth.org/

Operational management of the RHCPP at the national level is being provided by the Universal
Services Administrative Company (USAC). Information regarding the USAC process can be
found at the USAC RHCPP Web site:

http://www.universalservice.org/rhc-pilot-program/default.aspx
CTN RFP - 11/4/2008 - 2



http://www.fcc.gov/cgb/rural/rhcp.html
http://caltelehealth.org/
http://www.universalservice.org/rhc-pilot-program/default.aspx

CTN RFP #2008-001

Specific information regarding the Rural Health Care Vendor Pilot Process can be found at the
following URL.:

http://www.usac.org/rhc-pilot-program/vendors/

1.1.2 Purpose of Request for Proposal

1. To obtain detailed written proposals from Bidders regarding their experience and
capabilities in successfully delivering products and accomplishing services as described
in the summary below.

2. To obtain written proposal pricing structures, work plans and implementation schedules,
and proposed methodologies and approaches to be utilized.

3. To solicit proposals in a standard format that will enable UCDHS to compare and
evaluate Bidders and award a contract based on the selection criteria specified herein.

CTN RFP - 11/4/2008 - 3
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1.2 General RFP Information

1.2.1 Project Authority

The Regents of the University of California (UC) have been designated as the Managing Partner
of a consortium of state governmental organizations, healthcare providers and other health care-
related organizations that represent the executive management of the California Telehealth
Network (CTN) Project. Bidders should therefore consider UC as the Project Authority.

Throughout this RFP several terms are used to reference the CTN Project Authority:

University of California (UC)

Regents of the University of California (UC)

University of California Office of the President (UCOP)
California Telehealth Network Consortium (CTN-C)

APwnh e

Bidders shall consider each of these terms to equivalently reference the formal CTN Project
Authority:

Regents of the University of California

1.2.2 Summary: Services Requested; Terms and Conditions

1.2.2.1 Managed Network

CTN-C intends to contract for a comprehensively Managed Network, within which a single
Bidder (or consortium of Bidders) provides design, installation, maintenance and monitoring
services. These services shall include:
1. Detailed Network Design, based upon general design criteria established by CTN-C and
described in this document. The Design shall include:
IP addressing plan (private addressing plan)
Routers and associated equipment specifications
Circuit specifications and provisioning requirements
Network design for CTN peering and connection points with external networks
Interoperable support for H.323 and SIP protocol videoconferencing and other
essential healthcare-related network services.
f. Provision for externally routable IP addressing for Participant access to external
network services.
g. Any-to-any VPN security.
h. Explicit end-to-end QOS within the CTN.

P00 o
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N

I. SLA-backed performance, reliability and availability.
Participant site assessment
Managed network equipment service, including purchase, programming, installation and
maintenance.
Network monitoring service, including SNMP monitoring of active network components
and provision for access to SNMP traffic for a designated third party monitoring facility.
Network performance, availability and reliability reporting services, including providing
web-based access to various real-time and summary reporting services.
Customer Service Center with phone and web-based services for customer problem
reporting, as well as trouble ticket tracking and resolution reporting.

1.2.2.2 Project Management

CTN-C requires that comprehensive project management services be provided during the design
and installation phases of the CTN RHCPP. These services shall include:

1.
2.

3.

4.

Dedicated project management staff.

Statewide availability of comprehensive staff and resources for coordination and
implementation.

Formalized methodology for planning and tracking project activities using industry-
accepted project management methodologies.

Regular project implementation status update reporting and coordination with CTN-C
Management.

1.2.2.3 Prime Contractor, Consortiums of Bidders and Single Award

The RFP is available for all individual companies or strategic teams who may be interested in
supplying telecommunications and network services to the CTN. Potential Bidders should be
aware however, of two mandatory contractual requirements.

1.

2.

CTN-C will award a single contract comprising all requested services. No partial or split
awards will be made.

CTN-C requires that each proposal identify a Prime Contractor and that the Prime
Contractor shall bear full responsibility for the awarded Contract. Bidders are encouraged
to create partnerships with multiple subcontractors. However, as the “single” provider
and single point of contact for the awarded Contract, Prime Contractor shall bear the full
responsibility for their awarded Contract and all subcontractor, subsidiaries and affiliates.

1.2.2.4 CTN Proposed Network Design

The FCC Rural Pilot Program Order specifies that: “ Awardees will implement the network as
specified in their proposals(see the CTN Web site for an online reference to the FCC RHCPP
Order ). The CTN Proposal has specified a Proposed Network Design (see the CTN Web site
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for an online reference to the CTN Proposal). In accordance with the FCC Rural Pilot Program
Order, the design as specified in the CTN Proposal is the “Proposed Network Design.” The CTN
proposal however, also allows for Alternative Designs, permitting Bidders to submit for
consideration, network architecture designs that may offer superior cost or performance
advantages. Alternative designs must meet or exceed all designated criteria and requirements as
specified in this RFP, including but not limited to:

Performance

Geographic availability

Interoperability

Reliability underwritten by Service Level Agreements (SLA)

Any-to-any VPN security

Explicit end-to-end quality of service (QOS)

Cost

NogkrwdpE

In order to be selected, an alternative design in aggregate must be adjudged to offer superior
price and performance over proposals adopting the Proposed Network Design. Moreover, as
stipulated in the following section, alternative design proposals must encompass the entire
geographic extent of the CTN and accommodate the entire list of initial CTN participants, as
tabulated in Appendices C and D of this RFP. Bidders submitting alternative designs are advised
to discuss in detail, the relative merits of their design in comparison to the Proposed Network
Design, for each of the designated design requirements.

1.2.2.5 Geographic Scope of Proposal

CTN requires a network design and resulting services that encompass the entire statewide cadre
of participants as designated in Appendices C and D of this RFP, with demonstrated capabilities
to accommodate substantial expansion in both number of participant sites as well as increases in
bandwidth availability. Bidders will be asked in later sections to discuss the capabilities of their
design and services to accommodate future expansion, with respect to geographic extent,
participant numbers and bandwidth availability.

1.2.2.6 Priority for Rural Participants

The FCC RHCPP Program has been established primarily to assist health care facilities that are
located in rural locations. Accordingly, in selecting and prioritizing the multiple CTN
Participants for actual participation in the project, CTN-C will assign the highest priority to rural
Participants. Special consideration will be given to rural participants located in historically “hard
to reach” locations. In the event that funding or other constraints dictate that the entire
complement of Participants included in this RFP cannot be accommodated within this project,
the final decision regarding which of the Participants will be included in the CTN will be solely
within the purview of the CTN-C. For purposes of responding to this RFP, Bidder’s are required
to provide a connection solution and associated pricing for each of the Participants included in
Appendices C and D.
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Certain geographic locations situated in remote locations currently have marginal or inadequate
telecommunications infrastructure supported by traditional ILEC and/or CLEC providers.
Consequently, the existing telecommunications infrastructure that serves certain of these rural
sites may not be adequate to support the preferred, perhaps not even the minimum acceptable
bandwidth capacity as stipulated in this RFP. CTN-C recognizes that installation of extensive
landline or other physical infrastructure may not be financially practical solely to support a
limited constituency within a given geographic area. Nonetheless, Bidders are encouraged to
exercise creativity in providing effective solutions for these disadvantaged participants.

Although Bidder’s overall cost quotation for the project will be an important criterion for
selecting the finalist Bidder, CTN-C will give offsetting consideration to proposals that provide
creative, effective solutions for connectivity to “hard to reach” rural participants.

Appendix C of this RFP contains a table listing each of the prospective CTN Participants. The
table contains a column entry labeled “RUCA”. The Rural-Urban Commuting Area (RUCA) is a
standardized system of classifying communities with regard to their “rurality.” RUCA scores
span the approximate range 1 — 10 with 1 being the least rural and 10+ being the most rural.
Bidder’s should give special consideration to all sites with RUCA scores 7 and above.

1.2.2.7 Defined Three Year Implementation Schedule

The CTN-C requires that Contractor commit to a maximum three-year implementation schedule,
subject to extensions due to circumstances beyond Contractor’s control. This shall result in a
fully operational network comprised of a minimum of 300 participants at the end of three
calendar years from date of inception of the project. Connections with external networks as
specified in this RFP shall also be installed and fully operational. Bidders will be required to
describe in detail, how their project management plan accomplishes these requirements.

1.2.2.8 Geographic Equity in Distribution of Participants

The CTN will be geographically dispersed throughout the entire State of California. The CTN
RHCPP proposal presents a phased implementation of approximately 100 participants per year
over the three-year period (see Section 6-7, CTN RHCPP Proposal). The methodology used for
establishing this sequencing of connecting participants is based upon the CTN-C requirement to
equitably distribute implementation efforts throughout the state on a geographic basis; i.e., no
geographic area of the State will receive preferential priority, either with respect to resources
expended or number of participants connected. CTN-C recognizes that many mitigating factors
may influence the precise order of participant connection; however, Bidder’s implementation
plans will be required to demonstrate sufficient flexibility to accommodate ad hoc changes while
adhering to the overall goal of maintaining geographic equity. Bidder’s will be required to
demonstrate that project management, technical and administrative staff and resources will be
assigned to the project to a sufficient extent that a statewide implementation can be supported.

CTN RFP 11/10/2008 - 7
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1.2.2.9 CTN Participant Pool and Available Financial Resources

Appendices C and D contain a comprehensive list of CTN Participant Candidates (Appendix C)
and RTN Hub sites (Appendix D) that have formally submitted their applications for
membership to CTN-C. The total complement of sites exceeds 700. CTN-C is aware that the
total number of CTN Participants that can actually be accommodated will depend upon a number
of factors, including:

a. Pricing provided by the selected Bidder

b. Availability of additional funding sources

c. Opportunities for implementing offsetting cost avoidance

d. Potential financial participation by additional partners

Based upon the results of this RFP process, CTN-C will determine the total number of
Participant candidates that will actually be included in the CTN RHCPP. The intent is to connect
as many Participant Candidates as possible, given the financial and other limitations imposed.
Currently, the CTN-C expects a total funding amount of approximately $24.5 million to be
available to support Contractor-provided services over a minimum three-year period.

For purposes of responding to this RFP, Bidders should calibrate all network design parameters,
implementation resources, capacity estimates and support infrastructure sufficient to
accommaodate the entire complement of 700+ CTN Participant candidates included in
Appendices C and D.

NOTE: Bidders will advantage their proposals by providing resources and pricing consistent
with enrolling the largest possible number of CTN Participant candidates.

1.2.2.10 CTN Participants and Network Connectivity

The CTN will be comprised of three principal groups of participants. Bidder shall be required to
connect all the individual participants comprising each group. CTN-C recognizes that the mode
of network connection required to connect each group of participants may vary. In a later
section, Bidders are required to describe how each of the three participant groups will be
incorporated into a unified CTN network architecture. The three groups of participants are as
follows:

1.2.2.10.1 Individual Participant Sites

The majority of CTN participants are not affiliated with an existing Regional Telehealth
Network (RTN: see description of RTN below), nor do they have WAN access through
participation in a regional, statewide or national educational or research network infrastructure.
Some members of this group may subscribe to public Internet access services through an ISP.
Each member of this group will require a dedicated connection to the CTN. Appendix C of this
RFP contains a table listing the currently proposed CTN Participant Sites comprising this group

CTN RFP 11/10/2008 - 8
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1.2.2.10.2 Regional Telehealth Networks (RTN)

Certain CTN participants are members of an RTN. RTN’s are regional networks comprised of
individual clinics and hospitals that cooperatively participate in healthcare-related activities. An
example of an RTN is the Northern Sierra Rural Health Network. The following URL provides
additional information for this RTN:

http://www.nsrhn.org/index.php?option=com frontpage&Iltemid=1

Appendix D of this RFP contains a table listing the currently proposed Regional Telehealth
Networks (RTN’s) that will initially participate in the CTN. Each RTN currently interconnects
multiple client sites to an RTN Regional Hub (RTN-RH). Connections to the RTN-RH may be
via switched (ISDN) or dedicated circuits (DS1). The RTN-RH provides gateway services to
external healthcare provider networks and/or the public Internet. RTN’s are typically comprised
of twenty or less participant locations.

1.2.2.10.3 Educational and Research Networks Connecting CTN Participants

Some CTN Participant sites participate in regional or statewide educational and research
networks. For these groups an individual connection to each site will not be required. Bidder
shall establish connections to these sites by provisioning a high bandwidth direct connection, or
peering with, the respective networks that support these sites. Examples of such sites are the
University of California Medical Centers that participate in the Corporation for Education
Network Initiatives in California (CENIC) Educational Network.

1.2.2.11 Participant Connection Types Required

In the Technical Requirements Section, Bidders will be required to propose the following
specific connection types for CTN Participants, as applicable:
2. Dedicated connection from each Individual Participant site to the CTN.
3. Single dedicated connection from each RTN Hub site to the CTN.
4. Dedicated individual connections from each RTN Participant site to the CTN, bypassing
and eliminating the RTN Hubs.
5. Connecting to or peering with, educational networks external to the CTN for the purpose
of communicating with CTN Participants that are members of these external networks
(e.g., UC).

1.2.2.12 National Educational and Research Networks

CTN RFP 11/10/2008 - 9
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The RHCPP will fund CTN to participate in two national educational and research networks:

1. National LambdaRail
2. Internet 2

CTN-C desires to participate in both of these national networks. In the Technical Requirements

Section, Bidders will be required to propose infrastructure and methodologies for connecting the
CTN to these External Networks.

1.2.2.13 Grouping of Participants

In multiple sections of this RFP, Bidders are required to provide detailed technical and other
information regarding each participant or RTN listed in Appendices C and D.

Since it is anticipated that Bidders may propose an identical network configuration or solution
for multiple participants, Bidders are permitted to group participants for the purpose of
responding.

Bidder shall define each grouping used by including in their proposal, a Group Definition
Spreadsheet, using the spreadsheet template provided in Appendix E.

In their RFP response, Bidders shall refer to the groups by Group Name, as designated in the
Group Definition Spreadsheet (e.g., GP1, GP2, etc.).

For each requirement listed in this RFP requiring a response for each participant, the sum of
participants included in groups plus individually listed participants must equal the total number
of participants listed in Appendix C and/or D, as applicable.

1.2.3 Summary: Financial Terms and Conditions

CTN-C has established price caps that will apply to all Contractor-provided services that are
equivalent to services available under the State of California CaINET 2 Master Service
Agreements MSA-1 through MSA-4. Bidders are encouraged to enhance the competitiveness of
their bids by providing pricing below CalNET 2 terms.

NOTE: Bidder will receive additional quality points for proposals offering pricing for equivalent
services at or below CalNET 2 price caps.

Additional financial requirements include:
1. Statewide pricing (Postalized rates) for CaINET2 equivalent products and services
2. Fixed pricing for the three-year term of the Contract.
3. Month-to-month service commitments.
4. Adherence to USAC-RHCPP invoicing and payment policies and procedures.

CTN RFP 11/10/2008 - 10



CTN RFP #2008-001

5. Aggregate, itemized invoicing for all non-recurring and recurring charges accrued by
Contractor and all Subcontractors.

1.2.3.1 Economic Sustainability features

CTN-C will review proposals from three principal perspectives:
1. Technical Merit
2. Cost Effectiveness
3. Capabilities to enhance economic sustainability

In a later section, Bidders will be requested to discuss how their design can facilitate long-term
economic sustainability of the CTN. The FCC RHCPP will subsidize supported services for a
maximum period of five years, or until the awarded funds are expended. Following that period,
the CTN must become financially self-sustaining, or must identify alternative funding sources to
support continued operation. CTN-C will aggressively study alternative funding sources and will
develop a strategy for sustainable funding alternatives. These may include:

1. Partial or full funding by CTN participants

2. Grants and alternative government programs (e.g., USAC).

3. Leasing of network resources to government or non-profit entities.

4. Converged Network Services that promote cost avoidance

CTN-C encourages Bidders to discuss how their design possesses inherent capabilities to support
converged services (e.g., VOIP), or other features which if implemented, could lead to cost
avoidance for currently non-converged services. Such savings could partially or fully amortize
CTN costs.

1.2.4 Glossary of Abbreviations

Appendix G contains a Glossary of abbreviated terms and acronyms used in this RFP.
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1.3 RFP Process

1.3.1.1 Formal RFP Posting

This RFP has been formally posted on two Web sites:
1. USAC Rural Health Care Pilot Program (RHCPP) Web site:

http://www.usac.org/rhc-pilot-program/default.aspx

2. California Telehealth Network (CTN) Web site.

http://www.caltelehealth.org/

Bidder’s can obtain authoritative copies of the RFP only from these sites.

1.3.1.2 Format of RFP Posting and Alternative Format

For purposes of posting on the USAC RHCPP web site, this RFP and associated appendices and
worksheets have been converted to PDF format. Bidders will be required to submit responses in
Microsoft Office 2007 format. Bidders may obtain the RFP and all associated appendices and
worksheets in the appropriate Microsoft Office 2007 format from the CTN Web site.

1.3.1.3 Vendor Inquiries

Inquiries regarding this RFP process and the functional or technical requirements of the proposed
systems must be addressed in writing. The CTN-C contact person and his address are listed
below. Questions via email are preferred

David J. Harry Ph.D.

Director of Operations

California Telehealth Network

Center for Health and Technology

Sherman Bldg, Suite 3900

2300 Stockton Blvd

UuCDMC

Sacramento CA 95817

email: ctn@ucdmc.ucdavis.edu

Phone: (916) 734-3008; Fax: (916) 784-7643
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1.3.1.4 Vendor Inquiry Responses and RFP Modifications

All Bidder inquiries will remain anonymous. All responses to questions submitted by Bidders
will be posted on the publicly accessible Website listed below.

All changes, additions and corrections to, as well as deletions from the RFP will be via
addendum. Addenda will be posted, together with explanatory information, at the following
publicly accessible website:

http://www.caltelehealth.org/

Bidders are advised to consult this website on a regular basis, for up-to-date information and any
new or modified requirements for responsive RFP proposals.

1.3.1.5 Completeness Requirements for a Responsive Proposal

Bidders are required to include a response to every item within this RFP that is labeled by one of
the following headings:

e Bidder Response (M)
e Bidder Response (MO)

Bidders may optionally respond to items labeled by the following heading:

e Bidder Response (D)

Items labeled (M) are Mandatory requirements. Bidder proposals that do not provide the
stipulated products or services will be deemed non-responsive.

Items labeled (MO) are Mandatory requirements. Bidder proposals that do not provide the
stipulated products or services will be deemed non-responsive; however, CTN-C may elect to not
contract for these services.

Items labeled (D) are desired services. Bidders are not required to submit proposals for these
products or services; however, additional quality points will be awarded to proposals that provide
these products or services.

Bidders are required to include within their cost proposal, a designation of associated cost for the
products, services and features included within each these labeled items. Detailed information
regarding submission of responsive cost proposals are provided in Section F of this RFP.

1.3.1.6 Proposal Submittal Instructions
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Each Bidder is required to submit ten (10) printed copies and one (1) CD-ROM copy, for each of
the “Submittals Required”, as listed below.

Electronic documents will be submitted in the following formats, as appropriate:
e Documents: Microsoft Word 2007 for Windows
e Spreadsheets: Microsoft Excel 2007 for Windows
e Graphics: Microsoft Visio 2007 for Windows

1.3.1.7 Submittals Required

Bidder submittals must be comprised of three separate components:
1. Bidder Qualification Statement
2. Technical Requirements Proposal
3. Cost Proposal

Bidders are required to submit proposals formatted in such a fashion that the Bidder’s
Qualification Statement, Technical Requirements Proposal (Section B), and Cost Proposal
(Section D) can be individually separated for purposes of review. Printed copies should have
Bidder’s Qualification Statement; Technical Requirements, Section B; and Cost Reporting,
Section D; each mounted or bound separately.

Electronic copies should provide each component on a separate CD-ROM.

1.3.1.8 Proposal Submission: Mailing Address

Proposal responses must be mailed or hand delivered to:

California Telehealth Network
Center for Health and Technology
Sherman Bldg, Suite 3900

2300 Stockton Blvd

UCDMC

Sacramento CA 95817

REF: RFP # 2008-001

1.3.1.9 Proposal Submission: Due Date

All proposals submitted must be received no later than 4:00 p.m. PST on the Due Date.

Due date will be established as 60 calendar days following the official posting of this RFP on the
USAC RHCPP web site.
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1.3.1.10 Schedule of Events

Event Date

Release of Request for Proposals Day 1*
Receipt of Bidders’” Written Questions on RFP Day 2 - 45
Receipt of Proposals Day 2 - 60
Semi-Finalist Bidder Notifications Day 90 - 95
Oral Presentations (if deemed necessary) Day 120 - 130
Completion of Evaluation Process and Award Announcement Day 140
Initiation of Contract Negotiations Day 150

* Number of days following posting of CTN RFP #2008-001 on the USAC Website (schedule is approximate)

1.3.1.11 Basis of Award

Proposals will be evaluated on the basis of cost per quality points. A CTN-C evaluation
committee will choose the selected Bidder. Committee participants will review, evaluate, and
score each responsive proposal received in accordance with predetermined scoring criteria. The
selection process will be broken down into three phases.

1.3.1.12 Phase | — Bidder Qualification Assessment
To be considered responsive and to continue in the scoring process, the Bidder must:

1. Provide all documentation as requested by the requested due date.
2. Provide a proposal that is complete and complies with the instructions and requirements
as stated herein.
3. Provide a Bidder Qualification Statement that meets the following requirements:
a. Establish satisfactorily financial solvency.
b. Demonstrate recent successes in installation and implementation of Managed
Network Services and Infrastructure of similar scope and scale.

Upon completion of Phase I assessment, Bidder’s will be notified in writing and by email of the
results of the Basic Qualifications Assessment.

1.3.1.13 Phase |1

Bidders who satisfactorily meet the Phase | criteria will have their submitted proposals qualified
for the detailed scoring process. In this phase, the Bidder’s response will undergo intensive
evaluation. The following criteria (not in priority order) will be utilized to select a “short list” of
finalists:
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1.

no

NGk W

9.
10.
11.

Overall Bidder qualifications, including years in business, financial status, and
background information.

Technical quality of the proposed network infrastructure, including stated network
performance and QOS metrics.

Capabilities to design implement and maintain required connections to external networks.
Extent of managed services offerings.

Quality of support services (network monitoring, customer support center services, etc.)
SLA commitments for reliability/support/maintenance/performance.

Bidder’s proven ability to implement product(s) in a timely and effective manner.
Proposed approach to the project, including a project schedule and specific work plan for
implementation and completion of all tasks.

Compliance with CTN-C's specified terms and conditions.

Sustainability of the proposed network after termination of the RHCPP.

Life-Cycle Cost of Bidder’s proposal.

Each Bidder will receive a total point score known as quality points.

Quiality points will be assigned as follows:

Requirement Quality Points
Network Architecture 1500

Quality of Service 500

Security 500

Project Management 1000

External Network Connections 500

Service Level Agreements 500

Enhanced Features Quality Points 1000

Financial Sustainability 500
Comprehensive Support for Remote Rural Participants 500

The total cost for each proposal will be divided by the proposal’s total quality points to
determine the cost per quality point ratio. The cost per quality point ratio for each Bidder will be
ranked in order of magnitude. The Bidders receiving the lowest cost per quality point scores will
be placed on the “short list” of finalists. For example:

Total Quality Points (max 1600) | Total Bid Price
Bidder A 1150 $110,000
Bidder B 950 $105,000
Bidder C 1300 $139,500
Bidder D 1475 $204,000
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To calculate the cost per quality point, divide the total bid price by the total quality points
received:

Bidder A: 110,000 95.65

Bidder B: 105,000 110.53

Bidder C: 139,500 107.31

Bidder D: 204,000 138.31

In this example, Bidders A and C would be finalists.

CTN-C intends to use Life-Cycle-Cost techniques in evaluating the cost of the requested
services. Recurring and non-recurring costs for all mandatory and mandatory-optional services
will be totaled for the expected three-year term of the project contract.

NOTE: costs for services that CTN-C has designated, as ““desirable’ services in this RFP, will
not be added to the project life cycle cost for purposes of computing Bidder’s cost per quality
point. Assessment of cost per quality point for ““desirable” services will only be employed for
purposes of ““tie-breaking™, in the event that two or more Bidders receive equivalent cost per
quality point scores for mandatory and mandatory-optional services.

NOTE: CTN-C will select a maximum of three semi- finalists

1.3.1.14 Phase IlI

At the sole discretion of the CTN-C, a finalist Bidder may be directly selected from the group of
semi-finalists, based upon lowest cost per quality point scores. Alternatively, CTN-C may elect
to schedule Bidder oral presentations. Semi-finalist Bidder presentations will be scored and the
additional quality points awarded will be added to their totals and a new cost per quality point
determination and ranking will be made.

At the end of Phase Ill, a finalist Bidder will be selected, based primarily, but not solely * on
lowest cost per quality point ranking.

1.3.1.15 *FCC Order, Proposal Ranking and Bidder Selection
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The FCC RHCPP Order specifies that selected participants (e.g., CTN-C) are not required to
select the lowest cost bidder for services. According to the Order, cost is not required to be the
most important selection criterion, but must be one of the selection criteria used to evaluate
proposals.

In accordance with the FCC RHCPP Order, CTN-C reserves the sole prerogative to uniformly
assign a weighting factor to all Bidders’ project cost proposals, that will have the effect of more
heavily weighting quality scores.

Following evaluation of this RFP and Bidder selection, CTN-C expects to negotiate a contract
with the selected Bidder.

CTN-C reserves the right to award this RFP in part or in full.
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1.3.2 Proposal Conditions

1.

10.

Notwithstanding any other provision of the RFP, Bidders are hereby advised that this
RFP is a solicitation of proposals only and is not to be construed as an offer to enter into
any contract or agreement. Thus, CTN-C reserves the unqualified right to reject any or
all proposals for any reason.

CTN-C shall have the unconditional and unqualified right to withdraw, cancel, or amend
this RFP at any time. Bidders shall bear all costs associated with the preparation and
furnishing of responses to this RFP. CTN-C, in its sole discretion, reserves the right to
determine whether any Bidder meets the minimum qualification standards, to determine
whether a proposal is responsive, and to select a proposal which best serves its
programmatic objectives. CTN-C reserves the right to negotiate a binding contract with
the selected Bidder.

All proposals shall be firm for a period of 180 days following the proposal submission
due date.

Responses to this RFP should be made according to the instructions contained herein.
Failure to adhere to RFP instructions may be cause for rejection of the proposal. A
proposal that contains conditions or limitations set up by the Bidder may be deemed
irregular and subsequently rejected by CTN-C.

False, incomplete, or unresponsive statements in the proposal response may be cause for
its rejection. The evaluation and determination of the fulfillment of the RFP
requirements will be CTN-C’s responsibility and its judgment shall be final.

CTN-C reserves the right to interpret or change any provision of this RFP at any time
prior to the proposal submission date. Such interpretation or change shall be in the form
of a written addendum to this RFP. Such addendum will become part of this RFP and
any resultant contract. Such addendum shall be made available to each company that has
received an RFP. Should such addendum require additional information not previously
requested, a Bidder's failure to address the requirements of such addendum in the
proposal response may result in the proposal not being considered.

CTN-C has, at its sole discretion, the unconditional and unqualified right to determine
that a time extension is required for submission of proposals, in which case, a written
RFP addendum issued by CTN-C shall indicate the new submission date for proposals.
Prior to the final submission date, any Bidder may retrieve its proposal to make additions
or alterations. Such retrieval, however, shall not extend the final submission date.
Bidders wishing to submit proposals in response to this request do so entirely at their own
expense, and submission of a proposal indicates acceptance of the conditions contained in
the RFP unless clearly and specifically noted otherwise.

PUBLIC INFORMATION AND TRADE SECRETS--The California Public Records Act
limits CTN-C’s ability to withhold pre-qualification and bid data to trade secrets or
records, the disclosure of which is exempt or prohibited pursuant to federal or state law.
If a submittal contains any trade secrets that Bidder does not want disclosed to the public
or used by CTN-C for any purpose other than evaluation of the Bidder’s eligibility, each
sheet of such information must be marked with the designation “Confidential.” The
CTN-C will notify Bidder of data so classified upon receipt of any request to inspect such
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data so that Bidder will have an opportunity to establish that such information is exempt
from inspection in any proceeding to compel inspection.

11.  All computer programs and data made available by CTN-C to Bidders hereunder shall
remain the property of the CTN-C and shall be maintained, used, and disseminated in
accordance with the California Information Practices Act of 1911, Civil code Sections
1798 through 1798.76, and the California Public Records Act, Government Code Section
6250 through 6260.
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1.3.3 Contract Terms and Conditions

The Regents of the University of California will serve as the legal entity with which the
successful Bidder will execute a contract pursuant to this RFP. The terms: “University”,
“University of California,” ““Regents of the University of California” and “CTN-C”” are used
interchangeably in this RFP. For all legal and contractual purposes, these terms shall be
interpreted as designating: ““The Regents of the University of California.”

1.

The University’s Terms and Conditions of Purchase (See Appendix A) shall apply to any
contract for hardware or hardware-related services awarded from this solicitation for
proposals. The selected Bidder will be required to comply with all the terms and
conditions as specified therein. A Bidder's inability to comply with, or exceptions and
modifications to, the terms and conditions incorporated in Appendix A must be stated in
its proposal and may disqualify Bidder from further consideration.

To facilitate timely award of this contract, each Bidder must certify its ability to comply
with the insurance requirements outlined in Appendix A. The University will require
the selected Bidder to furnish a certificate of insurance naming The Regents of the
University of California as an additional insured. Such certificate of insurance shall
be in a form as issued by an insurer approved by the University and shall contain an
endorsement requiring not less than thirty (30) days’ written notice to the University prior
to any cancellation or modification thereof. Thereafter, a certificate evidencing the
renewal of each such policy shall be furnished to the University at least ten (10) days
prior to the expiration of the term of said policy. Failure to comply with this requirement
may result in cancellation of any contract resulting from this Request for Proposal.

The University reserves the right to adjust the minimum insurance limits specified in
Appendix A, based on the overall risk assessment of the project. Each Bidder must
provide evidence of its current coverage with its proposal.

The final contract(s) with the selected Bidder(s) will be prepared by the UCDHS
Purchasing Department and will incorporate this Request for Proposal, including its
Appendices and Addenda (if any), and the submitted proposal.

The University reserves the right to cancel any contracts resulting from this RFP, for
cause, at any time or at the end of any fiscal year (June 30), should insufficient funds be
budgeted in the following year to continue the contract, by giving 120 days’ written
notice and upon payment of costs actually incurred by the Bidder prior to the notice of
cancellation.

Records developed by the Bidder and related to the project costs will be maintained for a
period of five years following the completion of the project.

The Bidder or Bidders awarded a contract as a result of this RFP may not assign or sublet
the whole or any part of the contract without the prior written consent of the University.
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5.

The Bidder must warrant that, for a minimum of one (1) year from final acceptance of
each hardware component and software package included in the proposed system, the
hardware and software shall meet all of the specifications set forth in Bidder’s proposal
and in the operational manuals current as of the date of University’s final acceptance of
such hardware and software products and will be free of defects. In the event of the
Bidder’s breach of its warranty hereunder, the University shall have the option to repair
or replace the hardware and/or software, and the Bidder will be liable for excess costs
incurred by University therefor.

No form of the University’s name shall be used in promotional materials, signs,
announcements, or other forms of communication or advertising originated by Bidder
unless the University’s express written permission for such use has been obtained in
advance.
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1.3.4 Bidder Qualification Statement

The Qualification Statement must contain a description of the Bidder’s corporate qualifications,
area of expertise, and prior experience with providing systems and services similar to those
described in this RFP, including but not limited to the following.

1.

10.

11.

12.

Provide the Bidder’s name, address, telephone and facsimile numbers, a contact name, a
brief description of the company’s history, including name and address of the parent
company, the size of the company, and an organization chart.

Provide a corporate profile, service portfolio, and description of the Bidder’s service
philosophy and approach. What separates and distinguishes this Bidder from other
applicants?

Provide a report of the Bidder’s financial status, including the most recently audited
financial statements and profit and loss statements or equivalent evidence of financial
stability.

Provide gross revenue figures for 2007 and percentage growth from 2005 -- for total
company revenue, revenue associated with healthcare communications systems, and
revenue for the products and services included in your response.

Provide an indication of whether the Bidder qualifies as a woman-owned or minority-
owned business (Each Bidder is required to complete Appendix B, Business Information
Form.).

Identify by name and University position any University officer, faculty member or other
employee who holds a position of director, officer, partner, trustee, manager or employee
in the Bidder’s company, as well as the name of any near relatives who are employed by
the University.

Provide a statement of the total dollar amount of products and services provided by
Bidder for the University of California in the past twelve (12) months and specify the
campus (es) served.

The contract will not be awarded to any Bidder that has failed to perform in a
satisfactory or faithful manner on any previous contract or purchase order with the
University of California.

Identify which managed services and modules included in your RFP response will be
provided by subcontractors versus provided directly by your company.

Describe your investment (dollars and resources) in research and development associated
with new healthcare products and services. Include the percentage of R&D spending as a
percentage of total revenue for the years 2005-2007. Include the number or percentage of
staff devoted to research and development.

Profiles of the major officers in your company: backgrounds, credentials, and length of
service, areas of expertise, role and responsibilities relative to proposed services.
Describe the vision of your company and the strategic direction of product development
efforts as they relate to the proposed managed network services, e.g., product
development, functional enhancements, product architecture, target market.

Each Bidder must provide a reference list of three clients located in California, if
possible, for whom the Bidder was directly responsible for providing products or services
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13.

14.

15.

16.

17.

18.

19.

similar to those requested herein within the past two years. The references may be from
current or prior clients. The references will be used as a basis for inquiry concerning the
Bidder’s quality of products and service.

Furnishing incorrect and/or incomplete reference information may lead to Bidder’s
elimination from consideration for award. The decision to eliminate Bidder from
consideration for award for poor reference checks or for incorrect and/or incomplete
reference information shall be at the sole discretion of UCDHS and shall not be subject
to appeal.

What is the approximate total number of fully operational implementations of the
proposed managed network services that your company currently supports?

What is the approximate number of managed network services projects currently in
implementation?

CTN-C may wish to review the selection of particular individuals for the project team
and interview these individuals before a final selection is made. Is this acceptable to
Bidder? Changes in key staff assignments will not be allowed without prior approval of
CTN-C. CTN-C reserves the right to terminate the agreement at any time if any of the
staff assignments are unacceptable to CTN-C.

Unless otherwise indicated in the proposal response, the selected Bidder must perform all
work. Any work that is to be subcontracted by the Bidder will be subject to the terms and
conditions of this RFP and any resultant contract or purchase order awarded.

Describe your capabilities to extend the proposed managed network to a regional (i.e.,
West Coast) or nation-wide extent.

Describe your capabilities to extend the proposed managed network to include
international connections.

Provide blank copies of all appropriate standard contracts including, but not limited to,
hardware, software, maintenance, implementation, managed services, etc.
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2 Section B:Technical Regquirements

2.1 CTN Project: Bidder Overview and Executive Summary

2.1.1.1.1.1 Bidder Response: (M) Executive Summary

Based upon the high level description of the network design described in the CTN RHCPP
Proposal (see CTN Proposal, pages 17 — 20 and Appendix A — Proposed Network Design, as
well as the requirements listed under “Services Requested” in Section A of this RFP), provide a
brief narrative summary of Bidder’s proposed CTN network infrastructure. The summary should
be a high-level overview. CTN-C will use Bidder’s Overview to inform the CTN Advisory
Committee, as well as other decision-making bodies, during the course of RFP bid evaluations.
Later in the RFP, Bidders will be requested to provide more detailed information. Use this
summary as an opportunity to describe in general terms, how the Bidder’s proposal will meet the
overall goal of providing a seamless, IP routed Layer 3 VPN, that will facilitate clinical care,
continuing medical education and clinical research throughout the requested statewide coverage
areas. Include in the summary a brief discussion of each of the following key requirements:

e Network design support, including IP addressing plan, routed infrastructure design, and
connection to external networks.

e Statewide, integrated network

e Support for IP routed, fully meshed, Layer 3 any-to-any VPN design

e Provides traffic segmentation and security via IETF RFC 2547-compliant MPLS VPN
(or equivalent) encompassing all participant connections.

e Support for multiple levels of packet-level delineated QOS

e Seamless peering with external networks, preserving QOS and VPN security
requirements.

e Capability to provide comprehensive Managed network services, including design,
installation, maintenance, monitoring and customer support.

e Ability to adhere to a challenging project implementation timeline of interconnecting a
geographically dispersed cadre of over 300 participant sites within a maximum three-year
timeframe.
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2.2 Regional Hub Architecture — Physical Connections and
Physical Plant Infrastructure

2.2.1 Regional Hub locations and configurations

2.2.1.1.1.1 Bidder Response (M): Regional Hub Locations and Configurations

For each of the proposed CTN participants listed in Appendix C of this RFP, or Bidder-
designated groups of equivalent CTN participants, describe the RH infrastructure (PE-POP’s)
that will provide physical connectivity (see “Grouping of Participants” in Section A, as well as
Appendix E of this RFP for instructions on grouping participants).

Provider Edge POP’s:

Geographic location

Number and identity of CTN participants connected

Approximate local loop distance between the PE-POP and the ILEC/CLEC CO.
Describe the physical security, power redundancy and environmental hardening at each
PE POP and Core routing center.

Logical security employed (e.g., video surveillance).

Availability of 24 x 7 technical personnel support

Whether facility is dedicated to CTN or is a shared facility.

Provide diagrams that illustrate the approximate geographic locations of PE-POP’s.

PwnE

N O

2.2.2 Regional Hub Aggregation

2.2.2.1.1.1 Bidder Response (M): Regional Hub Agagregation

Describe for the proposed RH infrastructure, how the RH’s will be connected into a statewide
backbone (Core). For each proposed RH (or collection of Bidder-designated equivalent RH’s),
describe the Core routing facilities that serve as the Core meet point. Include in the description:

1. Approximate location of each PE-POP - Core meet point.

2. Type of facility that serves as the meet point (e.g., telecommunications CO, Private Hub
facility, etc.).

3. Description of physical redundancy of PE-POP to Core connectivity.

4. Describe how any required trunking or backhaul circuits are sized such that QOS will be
maintained and that the aggregated bandwidth from all connected CTN participants can
be accommodated with no oversubscription.

5. If not described previously in Question(s) 1 - 8 above, provide a description of the
physical plant, including:

a. HVAC and availability of redundant power
b. Availability of 24 x 7 technical personnel support
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c. Whether facility is dedicated to CTN or is a shared facility.
d. Physical and logical security employed.
6. Provide diagrams that illustrate the Provider network architecture as it pertains to
interconnecting PE-POP’s to Provider’s routed Core Network.

2.2.3 Network Routers

2.2.3.1.1.1 Bidder Response (M): Network Routers

For the PE- POP’s and Core routing centers associated with providing service to the designated
CTN participants, provide the following information:

Identify the manufacturer and model # of the PE routers used in POP’s
e Iseach POP equipped with a minimum of dual PE routers?
e Are PE routers equipped with dual route processors?
e Are POP’s suitably equipped such that scheduled or unscheduled maintenance on PE
routers will not result in any service interruption?

Identify the manufacturer and model # of the Core routers used in Core POP’s
1. Is each POP equipped with a minimum of dual Core routers?
2. Are Core routers equipped with a minimum of dual route processors?
3. Are POP’s suitably equipped such that scheduled or unscheduled maintenance on Core
routers will not result in any service interruption?
4. Describe the circuit capacities that interconnect these POPs as well as any intervening
Core routing centers (OC-192, OC-48, etc.)

Describe any additional PE and/or Core routing capacity upgrades (new routing facilities,
additional routers, upgrades to existing routers, etc.) for performance and redundancy planned
for existing PE-POP’s or Core routing centers. Indicate location and timeframe for activation.

Describe any planned additional or upgraded circuit connections interconnecting PE and/or Core
routing centers. Describe circuit upgrades and indicate timeframe for activation.

Provide any additional relevant capabilities and features describing the redundancy, resiliency
and routing capacity capabilities of PE and Core routers used in the POP’s.

2.3 PE-POP to Customer Edge: Circuit Requirements and
Characteristics
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CTN-C requires that each participant be provided a PE — CE circuit that minimally provides
bandwidth and QOS capabilities equivalent to or better than a standard DS1 circuit.

CTN-C prefers that each participant be provided a PE-CE circuit that supports 10 MB/sec
connection speed and that provides reliability and performance characteristics that are
underwritten by the Service Level Agreement (SLA) requirements listed in Section 2.14. CTN-C
is aware that in many rural communities, such high capacity circuits are not available, or may
only be provided at costs substantially greater than available under the State of California CalNet
2 pricing agreement. Nonetheless, CTN-C encourages Bidders to provide, where available,
quotations for 10 MB/sec service, or for the maximum available, if less than 10 MB/sec.

NOTE: Additional quality points will be awarded on a per Participant site basis, for proposals
that provide for the following desirable features:

1. 10 MB/sec connections

2. Adoption of the SLA terms and conditions listed in Section 2.14for both 1.544 MB/sec
service and for 10 MB/sec service.

3. Pricing for 10 MB/sec service equivalent to CalNeT 2 MSA-1 and MSA-3 pricing.

For each participant location (or group of Bidder —designated equivalent participant locations)
listed in Appendix C, provide the following information:

2.3.1.1.1.1 Bidder Response: (D) Availability of 10 MB/sec Service
1) Availability of 10 MB/sec service.

2.3.1.1.1.2 Bidder Response (M): PE-CE Circuit Requirements

Describe the CE — PE physical link. Include in the description

2) Proposed circuit type (e.g., DS1, nxDS1, DS3)

3) Number and location(s) of telecommunications CO’s or dedicated circuit spans that
comprise the link.

4) For private or dedicated circuit spans, provide the link circuit type and speed (e.qg., fiber;
packet over SONET, OC-3, Ethernet, etc.).

5) Where links between PE routers and CE routers are comprised of multiple circuits that
are provided by two or more different telecommunications circuit providers, possibly
extending across LATA boundaries:

a. Describe the intercarrier backhaul capacities and circuit characteristics.

b. Describe any “out of franchise” coordination issues or limitations.

c. Describe whether any segment of the connection is subject to inter-LATA tariffs
and regulations and discuss any InterLATA issues or constraints.

2.3.2 Circuit Diversity and Upgrade Availability

CTN-C anticipates that certain locations may initially require a higher capacity circuit for PE-
POP to CE connection, or after some period of operation, will require a circuit upgrade. Various
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sites may require dialup or DSL remote access to support physician on call activities and other
critical healthcare support activities. Dialup and DSL services shall be encapsulated via VPN.
Bidder shall provide where available, dialup and DSL remote access services, as well as higher
capacity circuits for PE-POP to CE connections.

2.3.2.1.1.1 Bidder Response (M): Circuit Diversity

For each CTN participant location (or group of Bidder-designated equivalent locations) listed in
Appendix C designate as applicable, the availability of the following Bidder-provided circuit

types:

Dialup VPN service

DS1 PPP

n x DS1 multilink PPP (and speeds supported)
Fractional DS3 PPP (10 MB/sec)

DS3 PPP

Cable modem access connections

DSL modem access connections

OC-xxx PPP (speeds supported)

Ethernet (speeds supported)

©CoNoA~WNE

2.3.3 Alternative Physical Connection Modalities

CTN-C expects that certain locations within the state will not be adequately served by traditional
ILEC/CLEC telecommunications services or terrestrial connection modalities that can provide
the minimum required circuit services (DS1 service). CTN-C prefers network architecture and
associated Contractor services that can accommaodate alternative physical connection modalities
for such sites. Such modalities potentially include:

1. Satellite

2. Microwave

3. Cable data service

4. WiMax cellular data service

CTN prefers that CTN participants that cannot be adequately served by standard ILEC/CLEC
telecommunications services, be connected to the CTN by an alternative physical connection
modality. Alternative connections shall meet the following requirements:
1. Bandwidth equal to or better than the minimum required bandwidth for the standard CTN
landline connection (DS1 service or better, as described in Section 2.3).
2. Directly integrate into the CTN IP-VPN and provide all features and services available to
landline-connected CTN participants.
3. Support IP addressing, subnetting, etc., identical to CTN participants with standard
landline connections.
4. No component of the communications link shall transit the public Internet.
5. Support the CTN delineated end-to-end QOS requirements.
6. Reliability equivalent to a landline service.

CTN RFP - 11/4/2008 - 29



CTN RFP #2008-001

7.

9.

10.
11.

12.

13.

Service supported by SLA’s equivalent to SLA’s provided for the standard landline
service.

a. NOTE: CTN-C recognizes that for certain alternative connection modalities,
fundamental physical constraints on signal propagation time and other factors
may limit Contractor’s ability to offer completely equivalent SLA terms.

Minimal or no infrastructure expense billable to CTN-C in order to extend backhaul
services to a connection point to the CTN (e.g., microwave towers, repeater stations,
etc.).

Small form factor for externally mounted communications equipment required at the
CTN participant site.

Capability to rapidly deploy and provision the communications equipment.

Minimal constraints imposed by local topography (e.g., mountain ranges, adjacent tall
buildings, dense forest).

Minimal or no internal or external facilities structural modifications required to mount the
communications equipment at the CTN participant site.

Service provided as a managed service, as specified in Section 2.11 of this RFP.

NOTE: Additional quality points will be awarded for the capability to provide cost-effective
circuit services through alternative physical connection modalities.

2.3.3.1.1.1 Bidder Response (D): Alternative Connection Modalities

For each CTN participant listed in Appendix C, or group of Bidder-designated equivalent
participants, describe the availability of Bidder-provided circuit services through Alternative
Physical Connection Modalities. Discuss each of the desired capabilities listed above.

2.3.4 Dynamic Bandwidth Allocation

CTN-C prefers the capability to dynamically adjust bandwidth available to each participant
connection. The following desirable capabilities are requested:

1.

SARE A

S

Installation of a high-cap circuit that is normally provisioned at a fractional rate (e.g.,
1xDS1 PPP over DS3).

Customer activated online request for higher bandwidth.

One hour or less response time for activation of the requested higher bandwidth.
Maximum Contractor-required burst period of 24 hours or less.

Provisioning on a site-by-site basis; i.e., no requirement for provisioning at all sites on
the VPN.

Capability to limit authority to approve bandwidth burst at CTN participant sites to the
CTN-C or their designate.

Monthly circuit charge for the fractional service with burst capability to that
approximately equivalent to a natively provisioned service (e.g., charge for 1xDS1 PPP
over DS3 service approximately equal to native DS1 service).

Minimal or no aggregate service charge for provisioning the service to the CTN VPN.

CTN RFP - 11/4/2008 - 30



CTN RFP #2008-001

NOTE: Additional quality points will be awarded for the capability to provide a customer-
controlled Dynamic Bandwidth Allocation service.

2.3.4.1.1.1 Bidder Response (D): Dynamic Bandwidth Allocation

For each CTN participant listed in Appendix C, or group of Bidder-designated equivalent
participants, describe the availability of customer-controlled dynamic bandwidth allocation.

NOTE: Include in the description here, the desired technical and management capabilities listed
above. Bidders will provide the cost information in the Cost Reporting Summary Section of this
RFP.

2.3.5 Physical and Logical Diversity

CTN-C requires that the proposed network architecture shall provide the capability to support
physically diverse, redundant CE to PE POP connections, subject to the following availabilities:

1. Physically separate PE-POP’s within the local geographic region.
2. Physically separate circuit paths to geographically distinct PE-POP’s.
3. Availability of Alternative Physical Connection Modalities, as describe above.

Such path diversity will not routinely be implemented, but may be desirable at specific locations
where critical patient care activities regularly are supported (e.g., rural hospital with a Critical
Access Emergency Department).

Contractor shall provide such diversity services where geographically available and technically
practical within the proposed architectural design parameters.

2.3.5.1.1.1 Bidder Response (M): Physical and Logical Path Diversity

Describe the logical as well as the physical path diversity capabilities of the network architecture
that will support the CTN. Include in the discussion, consideration of the following questions
regarding network characteristics and diversity availability.

1. Can multiple PE-POP’s (where available in a particular region) be logically diverse? (i.e.,
can redundant OSI Level 1 transport paths from a single CTN participant facility to
multiple PE POP’s be logically supported?)

2. Can load sharing be implemented between two physically diverse CE — PE-POP
connections?

3. Can physically diverse redundant CE paths provided by “out of franchise” providers to

separate contractor PE-POP’s be logically supported?

Can diverse interLATA CE paths to multiple PE-POP’s be supported?
Is diversity at the router port level supported within a given POP?

Is router diversity supported within a given POP?

SRR
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For each participant location (or group of Bidder-designated equivalent locations) listed in
Appendix C, describe the availability CE — PE-POP physical and logical diversity.

2.3.6 Resiliency and Load Balancing

CTN-C requires that the CTN physical network architecture and associated routing processes
provide resiliency and load balancing capabilities. In the event of a failure of a PE-POP to Core
link, or Core — Core link failure, the network shall rapidly redirect CTN traffic through
redundant links. The network shall detect link congestion events and load balance CTN traffic
over multiple links to preserve throughput and QOS.

2.3.6.1.1.1 Bidder Response (M): Dynamic Load Balancing
Describe how the proposed network dynamically manages load balancing.

In the event of degraded link performance or link failure, will traffic be rerouted to alternative
links? What time period will elapse before link readjustments stabilize?

2.4 Routing and Commodity Internet Segmentation

CTN-C requires that CTN network traffic will be preferably, physically segmented (i.e.,
segmented at OSI Level 1) or minimally, logically segmented from commodity Internet traffic on
Contractor’s Core network. In the event that CTN traffic shares common physical links with
commodity Internet traffic, CTN traffic shall receive routing priority.

NOTE: additional quality points will be awarded for network infrastructure design that provides
physical segmentation of Commaodity Internet traffic.

2.4.1.1.1.1 Bidder Response (D): Physical Segmentation of Internet Traffic

Describe whether CTN network traffic will be physically segmented or logically segmented from
Commodity Internet traffic, as described above.

2.4.1.1.1.2 Bidder Response (M): Preferential Routing of CTN Network Traffic

Describe how CTN network traffic will be segmented from and routed preferentially from
Commodity Internet traffic.

Will the CTN network traffic share PE and/or Core routers with commodity Internet traffic?

Will the CTN network traffic share Core network circuits with Commaodity Internet traffic?
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Describe any traffic engineering features that will be employed to isolate and prioritize CTN
traffic, as well as preserve QOS.

Discuss route flapping over Internet links & its effects on CTN traffic.

If CTN Network traffic shares common backbone circuits or Core routers with Commodity
Internet traffic describe QOS profile distinctions between CTN BE-grade QOS traffic and
Commodity Internet traffic.

2.5 IP Addressing Plan

Unless otherwise stated, all references to IP addresses refer to IP version 4 (IPv4).

2.5.1 Capacity and Interoperability

Contractor shall design and deploy an IP address plan that provides the necessary capacity and
flexibility to meet or exceed the following requirements:

Capacity to support a minimum of 1000 CTN participant sites

Capacity to support a minimum of 100 IP addresses per site

Capability to support Variable Subnetting (if appropriate).

Minimize or avoid conflicts with existing IP address plans currently employed within

certain CTN Participant sites and/or RTN’s and their connected sites.

5. Design that supports a “sparse matrix ” address plan, permitting expansion of a CTN
Participant IP Network Mask size without readdressing existing IP nodes at the
participant site.

6. Obviates applying for an ASN and publicly routable Ipv4 IP address block(s).

7. As an alternative to proposing a private IP addressing, Bidder may propose to directly
implement an Ipv6 address plan internally within the CTN. Until IPv6 becomes broadly
supported through Internet routing, Bidder shall provide NAT services at all peering
points with external networks.

8. Permit interoperable communication with external networks.

Eal AN

2.5.1.1.1.1 Bidder Response (M): IP Addressing Plan

Describe the proposed IP addressing plan. Include discussion of each of the listed requirements
above as applicable

2.5.2 IP Version 6 Support

CTN-C intends to apply for an Autonomous System Number (ASN) and associated IP version 6
(IPv6) address assignment for future implementation. CTN-C will develop a strategic plan for IP
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migration of CTN network infrastructure, Participant computing equipment and application
upgrades to enable transition to Ipveé.

CTN-C expects that all computer and networking hardware deployed to support the CTN, as well
as all associated services and applications will conform to the mandatory components of
[USGVE] (or later version at CTN-C’s option; see National Institute of Standards and
Technology, Special Publication 500-267 (draft), Draft2-USGV6-V1.0, 23 January 2008).
Contractor shall provide explicit details of non-conformance by any component along with a
good-faith estimate of when the component will be fully conformant.

Contractor shall demonstrate comprehensive technical expertise and availability of services to
support implementation of or transition to, an Ipv6 addressing plan.

If an Ipv6 addressing plan is proposed, include a discussion of the following:
1. Mitigation of problems associated with older clinical equipment, computing devices,
operating systems and applications that are not Ipv6 capable.

2.5.2.1.1.1 Bidder Response (M): IPv6 Support

Describe the capabilities of Bidder’s network and associated communications equipment to
support IPv6 addresses and associated routing.

Describe Bidder’s conformance with USGV6 IPV6 specifications, as referenced above.

Describe Bidder’s resources and capabilities to assist CTN-C in converting from a proposed IPv4
addressing scheme to an IPv6 addressing scheme, if applicable.

2.5.3 Preservation of Existing IP Addressing Plans

Certain CTN Participants currently maintain an existing IP addressing plan for their facility.

Certain RTN’s and their connected Participant sites currently maintain an IP addressing plan for
their group of facilities.

CTN-C requires that RTN’s and individual Participants shall reserve the option to retain their
current IP addressing plans within their internal networks. RTN’s and individual Participants will
also retain the option to convert their internal network(s) to a Contractor-assigned IP address
plan.

Contractor shall establish an IP address plan with sufficient flexibility, together with
complementary routing and NAT services, that will permit preservation of an existing IP address
plan currently maintained by RTN’s as well as individual Participants within their internal
network(s), should they elect to retain their existing IP addressing plan.
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The proposed IP address plan, together with complementary routing and NAT services, shall
provide all network services and that are available to RTN’s and Participant sites that are
natively addressed under the proposed IP address plan, to all RTN’s and Participant sites that
elect to retain their current internal IP addressing plan.

2.5.3.1.1.1 Bidder Response (M): IP Addressing and RTN’s

For each Participant site listed in Appendix C (or groups of Bidder-designated equivalent sites)
and for each RTN hub site listed in Appendix D (or groups of Bidder-designated equivalent hub
sites), Describe the capabilities of the proposed IP addressing plan to support retention of
existing IP addressing plans currently deployed by RTN’s and individual Participant sites.

Indicate any network services, features or functions that would not be available, resulting from
retention of an existing IP plan.

Describe any performance penalties associated with retention of an existing IP address plan
(possibly due to employment of NAT services, etc.).

2.5.4 Network Address Translation (NAT)

2.5.4.1.1.1 Bidder Response (M): Network Address Translation

Does Bidder propose to employ NAT services for the purpose of providing routed
communication by privately addressed, or IPV6 addressed nodes within the CTN with external
networks?

2.5.4.1.1.2 Bidder Response (M): NAT and Border Routers

If NAT will be employed, describe the ability to support NAT services on the Bidder’s border
routers. Include information and capabilities for each of the following:
1. Session level protocol support for:
a. Passive/active FTP
b. Session Initiation Protocol (SIP)
c. DNS
d. ITU H.323 protocol
“Overloaded” NAT
Source NAT
Destination NAT
Static and Dynamic NAT
Support for tunneling protocols (IPsec)
IETF RFC 3022 and 4008 compliance

Nogakown

2.5.5 Externally-routable IP addresses
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Contractor shall as applicable, provide sufficient externally routable Ipv4 addresses to support
external IP communications by CTN participants.

2.5.5.1.1.1 Bidder Response (M): IP Addressing and External Communications

Describe the provisioning for CTN external IP communications. Discuss the following:
1. Availability of externally routable Ipv4 address block(s).
2. Number of simultaneous connections supported.
3. Whether IP address block(s) will be dedicated to CTN.
4. Availability of Static IP addressing for selected nodes.

2.6 1P Routing and Routing Equipment

2.6.1.1 IP Routing

CTN requires an IP-routed network consistent with the following characteristics

1. Unique IP addressing for each participant

2. OSI Level 3 routing that supports CTN peer-to-peer communications and
communications with external networks.

3. Routing protocol: MPLS (with BGP route redistribution) or equivalent.

4. Ability to support IP connection with external networks

5. NAT services as necessary available at peering points for interoperable external
communications.

6. Ability to support RFC 2475-compliant any-to-any IP VPN with associated dedicated and
optimized routemap infrastructure in Contractor’s Core Network.

7. Traffic engineering capabilities to optimize link traversal as well as to reroute traffic
during congestion or link failure events.

8. Interoperate with external networks through summarized route advertisement and
distribution with industry-standard EGRP’s (e.g., BGP4) and IGRP’s (e.g., OSPF).

2.6.1.1.1.1 Bidder Response (M): IP Routing Protocol
Describe the proposed IP routing protocol. Address each of the requirements listed above.

2.6.1.2 CE Router Equipment

Bidder shall specify, acquire, install, program and maintain a Customer Edge (CE) router at each
CTN Participant site, for the purpose of providing IP routed connectivity from the site to the
CTN.

The router shall provide the following capacities and capabilities:
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1. Segmentation and isolation of an existing internal IP network operating at a participant
site from the CTN.
2. Support for the following network connection modalities:
a. WAN connections
i. DS1 (installed router capacity for 2 circuits)
ii. NxDS1 multilink PPP (upgradeable router capacity for 4 circuits)
iii. DS3 (upgradeable router capacity for 1 circuit)
b. Local Network connections
i. 100 MB/sec Ethernet (installed capacity for 1 circuit)

2.6.1.2.1.1 Bidder Response (M): CE Routing and Communications Equipment

For each Participant location listed in Appendix C (or group of Bidder-designated equivalent
locations) describe the routing and associated telecommunications equipment that will be
installed at each Participant location. Address each of the requirements listed above, as
appropriate. In addition, include:

Equipment brands and model #’s

Approximate equipment size, including any Contractor-provided mounting infrastructure.
Power requirements

Approximate BTU heat load dissipation requirements

Requirements regarding proximity to telecommunications circuit demarcation points
within customer premises.

arODE

2.6.1.3 Ancillary Router Services

CTN requires that the router at each participant site either be equipped with the following
capabilities, or through optional software/hardware upgrades, be made capable of providing the
following services..

1. Network Address Translation services between an internal IP network operating at a
participant site and the CTN CE-PE interface.
2. Dynamic Host Configuration Protocol (DHCP) support for:
a. Hosts at a site that operates internally under the assigned CTN IP subnet.
b. Hosts at a site that operates internally under an IP addressing plan that is distinct
from the assigned CTN IP subnet
3. “Out of Band” management capability, for remote maintenance and problem resolution,
in case of interrupted remote access through the primary CE-PE circuit.
4. CTN-C prefers that CE routers be configured to interconvert IP QOS tags (MPLS-COS
or DSCP IP-TOS) with IEEE 802.1p Datalink security/QOS tags, for the purpose of
distributing frame-level delineated QOS within an internal Ethernet LAN.

2.6.1.3.1.1 Bidder Response (M): CE Router Capabilities
Describe the capabilities of the proposed CE router to meet or exceed the requirements listed
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above.

2.6.1.3.1.2 Bidder Response (D): CE Routers and IP QOS to IEEE 802.1p

Describe the capabilities of the router to provide the optional IP QOS to IEEE 802.1p
interconversion capability.

2.6.1.4 Supported Network Traffic Types

CTN-C requires that the routing protocol and associated CTN network services fully support the
following network protocols and services:

1. Multicast Services

2. H.323 and SIP Session management protocols.

3. DICOM, HL7 session-level data interchange protocols.

2.6.1.4.1.1 Bidder Response (M): NAT and Session Level Protocols

Describe how Bidder’s routing protocol and associated network services fully support the
required services listed above. If NAT services will be deployed, describe the capabilities to
support session-level protocols such as H.323 and SIP that are known to be particularly
susceptible to NAT-related misconfigurations.

2.7 Reqgional Telehealth Network (RTN) Integration

2.7.1 Overview

The CTN will connect with certain existing RTN’s that are geographically distributed throughout
the state (for additional descriptive information regarding RTN'’s that are currently designated to
participate in the CTN, see the CTN RHCPP Proposal, Section 9, page 53). In addition, CTN-C
may elect to establish connections to additional RTN’s and other regional networks in future.
Consequently for purposes of responding to this RFP, the term “RTN” shall be interpreted to
generally mean, any small, regional network (< 100 IP nodes distributed over twenty or less
discrete sites) to which CTN-C may currently or in future, establish network connections.

2.7.2 RTN Connection Topologies to CTN: Hub-and-Spoke
or Individual

Bidder shall consider two alternative designs for connection of an RTN to the CTN:
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1. Connection of the RTN through one or more existing RTN hub site(s) using a single,
higher bandwidth PE-CE connection at each hub site, of sufficient capacity to
accommodate the anticipated aggregate traffic load from all the RTN participant sites.

2. Direct connection of each existing RTN participant site directly to the CTN, as well as
independent connection of RTN hub sites to the CTN.

Determination of which alternative will be applied to a particular RTN will be made during the
Planning Phase of CTN implementation.

For purposes of responding to this RFP, Bidder shall discuss the capabilities of the proposed
network architecture and associated IP addressing plan in supporting each of the alternative
connection topologies.

Appendix D provides RTN Hub and RTN Participant site information regarding certain RTN’s
to which CTN-C shall establish connections. In the Cost Section of the RFP response, Bidder
shall provide explicit quotations for connection of each of the listed RTN’s in Appendix D,
including cost quotations for each of the two connection topologies described above.

For the purposes of describing the capabilities of the proposed network design in this Section,
Bidder shall consider the list in Appendix D from two perspectives:
1. Designation of specific RTN’s to which CTN-C shall establish connection during the
three-year implementation phase of the project.
2. Examples of the network architectures that Bidder shall demonstrate can be
accommodated within the proposed CTN network architectural design, IP addressing
plan and associated network services (e.g., NAT).

2.7.3 RTN Connections: Designation of Responsibilities

Under those circumstances where RTN’s retain their existing internal network infrastructure,
RTN and Contractor respectively, shall assume the following technical responsibilities:

2.7.3.1 RTN Responsibilities

=

IP address assignment of individual internal nodes.

2. Design, installation, maintenance, troubleshooting and repair of all internal routing,
switching and associated equipment.

3. Ordering, provisioning, cutover, maintenance, troubleshooting and repair of all internal
circuits and circuits that interconnect RTN participant sites with RTN regional hub(s).

4. Installation, programming, maintenance, troubleshooting and repair of circuits and
equipment that connect the RTN to the CE equipment.

5. Internal router maintenance and programming, including establishing internal routes and
access control lists that are compatible with CTN routing requirements.

6. Provisioning of RTN routing/switching equipment to support delineated QOS, consistent

with CTN QOS requirements.
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2.7.3.2 Contractor Responsibilities

Contractor responsibilities in connecting RTN’s shall minimally include:

1. Provide and provision PE-CE circuits and associated CE equipment.

2. Install, program, cutover and maintain CE equipment at the RTN hub site CPOE.

3. Provide IP address blocks with appropriate subnet organization that are sufficient to
address each RTN participant location, if RTN elects to be internally addressed under the
CTN IP address plan.

4. Provide NAT services as necessary on the Contractor-provided CE router that provide
full IP interoperability between all RTN participant nodes and the CTN.

5. Establish router access control lists on the RTN CE router as necessary to prevent route
loops and other routing incompatibilities between RTN and CTN, taking proper account
of any existing RTN-ISP connections.

6. Provision a PE-CE circuit with sufficient bandwidth capability to maintain QOS and that
provides aggregate throughput sufficient to support the combined traffic load from the
RTN participant sites.

Under those circumstances where each individual RTN participant site is directly connected to
the CTN, Contractor assumes the technical responsibilities equivalent to those associated with
connecting independent Participant sites.

2.7.4 Individual Connections

2.7.4.1.1.1 Bidder Response (M): RTN Participants and Direct CTN Connection

In Section 2.3 of this RFP, Bidder is requested to provide a technical proposal for individual PE-
CE connections to each CTN Participant listed in Appendix C, which also includes all CTN
participants that currently participate in an RTN. In this section, for each CTN participant that
currently participates in an RTN, or group of equivalent Bidder-designated participants, discuss
any technical issues, limitations, or feature constraints that Bidder’s proposed network
architecture will impose on RTN participants resulting from replacement of their connection to
an RTN-RH with a direct connection to the CTN.

2.7.5 RTN Hub-and-Spoke Connections

2.7.5.1.1.1 Bidder Response (M): Preserving RTN Hub and Spoke Architecture

For each of the RTN’s listed in Appendix D (or Bidder-designated group of equivalent RTN’s),
describe the capabilities of the network architectural design and the IP Addressing Plan, in
supporting the topological alternative of connecting each RTN to the CTN through a single
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connection to an existing RTN hub site. Address each of the designated Contractor
responsibilities listed in Section 2.7.3.2.

Describe any degradation or loss of features, performance, reliability that might result from
implementation of Bidder’s network architecture under the Hub-and Spoke design alternative.
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2.8 Quality of Service and VPN Requirements.

The CTN will be used to transact critical patient care activities via telemedicine. Many of these
transactions will entail the use of videoconferencing equipment, as well as real-time evaluation
of patient monitoring equipment at participant sites. In addition, the CTN will be used to support
lower priority administrative, educational and research activities. Consequently, the CTN must
possess several capabilities relating to assignment of an explicit (delineated) Quality of Service
(QOS) designator to high priority network traffic:

1. End-to-end explicit packet-level QOS: network traffic marked with a QOS designation
must receive preferential routing within the CTN VPN, as well as preferential routing
throughout Provider’s RH and Core Network infrastructure.

2. The CTN will connect to other networks that may currently, or in future provide QOS
capabilities. CTN must possess the capability to interchange explicit QOS designations
with such networks.

3. Initially, CTN will require at least one level of expedited QOS. The network will soon
become used for additional types of traffic that require higher priority: 1) governmental
functions; 2) emergency preparedness and disaster response functions. Consequently,
CTN requires that additional levels of QOS designation be available for future
implementation.

Bidder shall support explicit, packet-level QOS designation and end-to-end preferential routing
capabilities described in items 1 — 3 above.

2.8.1.1.1.1 Bidder Response (M): Delineated Quality of Service Capabilities

Describe the capabilities for explicit, packet-level QOS designation and end-to-end preferential
routing. Include a description of each available class of delineated QOS available.

Describe whether QOS designations are recognized and appropriately prioritized in Contractor’s
Core network.

As applicable, describe the supported classes of MPLS-COS QOS levels of priority associated
with DSCP classification levels: EF, AF41, AF31, AF21, AF13, 0 (BE).

Describe any additional QOS classes of service that are available within the Contractor’s
network.

Describe the QOS provisioning that is associated with each QOS classification level. Discuss
with regard to (policing, marking, drop eligibility, egress/ingress queuing, etc.).

Provide metrics that quantify the relative performance enhancements that can be expected for
QOS-tagged traffic. Include specific representations of end-to-end circuit integrity with respect
to:
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1. Packet loss
2. Out-of-Sequence Packet delivery
3. Latency and jitter

In order to extend QOS provisioning beyond the CE router interface into a CTN participant’s
switched Ethernet internal network, describe whether IP-based QOS designations can be
propagated into IEEE 802.1p 3-bit QOS frame tags.

Describe support for propagation and/or interconversion of MPLS-COS or DSCP QOS tags at
connecting or peering points with external networks. Discuss each of the following possible
interconversion types at a peering point:

Egress to an MPLS network supporting MPLS-COS

Ingress from an MPLS network supporting MPLS-COS

Egress to a BGP4 or OSPF routed IP network supporting DSCP
Ingress from a BGP4 or OSPF routed IP network supporting DSCP

APwnh e

2.8.2 CTN Traffic Segmentation and VPN Encapsulation

Since the CTN will be used to communicate sensitive patient care related information, the
network architecture must provide a high level of security.

CTN-C requires any-to-any VPN based network security. In the MPLS environment, this is
provided by IETF RFC 2547-compliant any-to-any VPN. Since ad hoc interchange of sensitive
patient care information may occur among any CTN participants, it would be administratively
burdensome to manually establish point-to-point VPN’s. Any-to-any VPN capability must
therefore be an intrinsic capability of the network architecture. Capabilities for extension of VPN
secure links to external networks via IPsec must be provided.

Bidder shall provide VPN-based traffic segmentation and security for the CTN. VPN services
shall provide the following capabilities:

1. IETF RFC 2547-compliant Any-to-Any IP VPN (or equivalent)
2. Capabilities to extend VPN segmentation at connection or peering points with external
networks.

2.8.2.1.1.1 Bidder Response (M): Virtual Private Network Capabilities

Describe the proposed VPN technologies that will be employed in order to secure CTN network
traffic. Include descriptions of each of the following capabilities:

1. CTN requires that all internal CTN traffic among CTN participant sites be rendered
secure via VPN encapsulation. Describe the ability to provide RFC-2547-compliant any-
to-any IP VPN (or equivalent) support.

2. CTN requires the capabilities to establish VPN connections to systems external to CTN.
Describe the capabilities to support external VPN-encapsulated sessions.
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3. Assuming CTN-C elects to connect RTN participants via a hub-and-spoke topology,

describe the capabilities to provide VPN encapsulation for aggregated traffic from RTN
Hubs.

4. Describe the availability of encryption services within VPN support.
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2.9 Managed Firewall / IPS and Web Filtering Services

2.9.1 Firewall / Intrusion Prevention System Services

CTN requires that Contractor shall supply a Managed Firewall/intrusion Prevention Service that
protects the confidentiality, availability and integrity of highly sensitive CTN patient care-related
network services, computing systems and data repositories from external network threats. The
System must be physically or logically interposed between internal CTN traffic and all external
traffic sources at every connection and peering point with an external network (“external
networks” do not include RTN’s).

NOTE: provision of a managed firewall service is a mandatory requirement for the purposes of
submitting a responsive proposal. CTN-C retains the right to elect not to contract for this
service.

Bidder shall provide firewall/IPS services that include:
1. Firewall / IPS hardware and software acquisition and installation
2. Hardware and software upgrades and maintenance.
3. Monitoring and management of firewall/IPS system operations, including
a. Real-time 24 x 7 threat surveillance
b. Issuing customer alerts
c. Detecting, initiating mitigation efforts and resolving network breaches.
Recommending security upgrades to CTN Participants.
Coordinating security mitigation activities with designated CTN technical staff.
Providing regular reports detailing network activity, including significant incursion
attempts and other malicious activities.
7. Provide industry-standard protection for common network access threats, including but
not limited to the following:
Denial-of-Service attacks
IP spoofing
Virus, Spyware, Malware, ldentity Theft
Vulnerabilities in vendor products
Network Reconnaissance
Exploits
Peer-2-Peer, Instant Messaging, Streaming Media

ook
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2.9.1.1.1.1 Bidder Response (MO): Managed Firewall / IPS

Describe the managed firewall/IPS services that will be provided. Discuss each of the
requirements listed above.
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2.9.2 Commodity Internet Access Management

CTN-C is mandated by the FCC RHCPP Order to maintain the CTN as a: “dedicated healthcare
network”. Contractor shall provide at least two modes of regulating access to Commodity
Internet resources by CTN Participants. CTN-C shall have the right to select which mode will
initially be employed. During the course of the Contract and after appropriate notification of
Contractor, CTN-C shall have the right to modify which mode of regulating Commaodity Internet
access is employed. The following two modes of regulation shall be made available:

Blocking Commodity Internet Access

Contractor shall provide a means of completely blocking Commaodity Internet access through
connections to external networks.

Contractor shall employ router Access Control Lists (ACL’s) on all border routers, or other
effective means to restrict access.

On a schedule jointly agreed upon by CTN-C and Contractor, CTN-C will provide Contractor
with a list of ASN’s and associated IP address blocks to which CTN Participants require access
(e.g., University of California Medical Centers). ACL’s and/or other blocking technologies shall
be superseded by the establishment of enumerated routes or other technologies on all border
routers, such that access to the required external entities is enabled.

2.9.2.1.1.1 Bidder Response (M): Internet Blocking
Describe the Public Internet blocking capabilities provided.

Describe Bidder’s capabilities to dynamically update and refine an exception list of external
networks to which CTN Participants may require access.

Describe the administrative process and customer support services that Bidder will provide to
facilitate establishment, maintenance and updating of an exception list.

2.9.2.2 Web Content Filtering Services

In the event that CNT-C elects not to totally block access to Commaodity Internet resources,
CTN-C requires that Contractor shall provide an effective means of blocking extraneous or
deleterious Web traffic to/from external networks and to the public Internet. Such capability shall
be provided as a managed service.

The Web content filtering managed service shall provide CTN-C with the option of requesting
from the managed service that certain ingress and egress Web traffic shall be blocked. Such

CTN RFP - 11/4/2008 - 46



CTN RFP #2008-001

content filtering service shall minimally include the capability to block traffic to/from sites
purveying the following types of content:

Pornography

Movies & Videos

Peer-to-Peer File Sharing (e.g., bit-Torrent)

Shopping , Finance, general News (e.g., Yahoo, Market\Watch, Amazon)

News, Sports and Entertainment (e.g., ESPN, NBA, WFL, Entertainment Tonight)

arOdE

NOTE: provision of a managed Web content filtering service is a mandatory requirement for the
purposes of submitting a responsive proposal. CTN-C retains the right to elect not to contract for
this service.

2.9.2.2.1.1 Bidder Response (MO): Web Content Filtering

Describe the proposed Web content filtering managed service. Discuss the capabilities to control
access to the types of sites listed above.
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2.10 Network Monitoring and Status Reporting

CTN requires that Contractor shall provide a centralized network monitoring service that will
comprehensively monitor the CTN on a 24 x 7 x 365 basis. CTN requires that Contractor provide
sophisticated capabilities for real-time monitoring of performance and utilization levels for all
segments of the Contractor-supplied network infrastructure. Scope of monitoring should extend
to the CE router at each Participant site and each RTN Hub site. The monitoring service shall
provide the following capabilities and services:

1. SNMP monitoring of all active network devices serving the CTN.

2. Operate a 24x7x365 monitoring facility, properly equipped and staffed to identify and
mitigate network faults and failures thought the entire CTN.

3. Comprehensive performance monitoring capabilities that extend to each CTN CE router.

4. Comprehensive performance monitoring capabilities that track availability and
performance of network links at CTN connection and peering points with external
networks.

5. Regular periodic reporting to CTN-C and individual CTN Participants as appropriate, for
network performance and reliability.

6. Customer-accessible, real-time, Web-based services that provide comprehensive network
status information.

7. Customer-accessible, Web-based problem reporting facilities that support problem ticket
generation, problem ticket status updates and problem resolution notification.

8. Resource utilization reports that document Participant usage in industry-accepted metrics.

Bidder shall provide a comprehensive network monitoring service that will provide the
capabilities listed above.

2.10.1.1.1.1 Bidder Response (M): Network Monitoring

Describe the comprehensive network monitoring capabilities that will be provided. Describe
support for each of the required capabilities listed above.

Provide sample copies of representative CTN network monitoring and network usage reports that
CTN-C and Participants can access online, or that will be provided via other means.

2.10.2 Customer-Accessible Monitoring

CTN-C may in addition to Bidder-provided network monitoring services, establish separate
monitoring facilities that will require access to online, real-time CTN network performance and
status data, in industry-accepted, standardized format. Availability of real-time monitoring data
shall minimally comprise the following:
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1. SNMP data streams, including online access to SNMP status information for the
following equipment and circuit elements:
a. CE routers
b. CE - PE POP circuits
c. CTN circuits and border routers providing connections to external networks.

2.10.2.1.1.1 Bidder Response (M): Customer-Accessible Network Monitoring

Describe the online, customer accessible performance and status data as listed above that will be
provided.

In addition to the required access to the online status data listed above, indicate to which
components of Contractor’s PE-Core and Core-Core backbone infrastructure, CTN will be
granted access to online status data feeds.
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2.11 Managed Equipment

CTN-C shall contract for a managed network in which all the required communications and
associated network equipment (routers, CSU/DSU, firewall, modems, etc.) are provided by
Contractor as part of a managed network service. The managed equipment service shall
minimally include the following equipment items:

2.11.1.1 Equipment Provided

1. Network hardware and software residing at the following locations:

a. CE router and associated equipment at Participant locations, including any “out-
of-band” equipment and circuits required to service and troubleshoot the primary
communications equipment.

b. PE-POP equipment sited at physical Regional Hubs (if applicable)

c. Core routers and associated equipment, as applicable to CTN.

d. Border routers and associated equipment at connecting and peering points with
external networks

2. Firewalls, Intrusion Prevention Systems and all associated hardware, software and
services.

3. Web content filtering equipment, software and support.

4. Network monitoring equipment, software and monitoring service.

Managed equipment service shall minimally include the following services:

2.11.1.2 Managed Equipment Services Provided

1. Installation

2. Programming and revision updating

3. Troubleshooting

4. Equipment, software and programming Updates and Repairs

5. Circuits and equipment associated with out-of-band management of managed network
equipment.

As part of a Managed Network Service, Bidder shall provide all network equipment, software,
circuits and associated services, as itemized under “Equipment Provided,” and under “Managed
Equipment Services Provided,” above.

2.11.1.3 Managed Equipment — Purchase Option

Contractor shall provide CTN-C the option to purchase certain managed equipment under the
following circumstances:
1. CTN-C elects to discontinue a managed equipment service for all or part of the
networking equipment currently deployed in the CTN.
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2. At the terminus of the Contract resulting from this RFP process.

Contractor shall sell the selected items of equipment to CTN under the following terms:
1. Depreciated value, based upon depreciation schedule mutually acceptable to Contractor
and CTN-C and included in the Contract terms.
2. Item pricing and depreciation schedule shall be established based upon the date that
equipment was first placed into service in the CTN.
3. Original per-item purchase price established by one of the following pricing standards
(first-to-last priority order):
a. Pricing available under CalNet 2.
b. Pricing available under the State of California CMAS Program.
c. Pricing available to the University of California under a system-wide pricing
agreement.
d. Manufacturer’s retail price
4. Other terms as mutually agreed by Contractor and CTN.

Purchase option shall apply to the following equipment items:

1. CE routers and other communications equipment (e.g., CSU/DSU’s, modems) physically
installed at CTN Participant locations.

2. PE routers and other associated communications equipment if they are installed at a hub
site dedicated to CTN support, or if the equipment is installed at a CTN Participant
location that serves as a hub site for the CTN.

3. Firewall equipment if it is installed at a hub site dedicated to CTN support or if the
equipment is installed at a CTN Participant location that serves as a hub site for the CTN.

2.11.1.3.1.1 Bidder Response (M): Managed Equipment Service

Describe the proposed Managed Equipment Service. Include descriptions of the provision for
each of the required equipment items and associated equipment maintenance services itemized
under sections “Equipment Provided” and “Managed Equipment Services Provided” above.
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2.12 Connecting and Peering With External Networks

Essential functions of the CTN are to provide the following services for its participants.

1. Distance Education — provide online clinical training, educational updates and
informational seminars that are prepared and presented by leading authorities in their
clinical fields.

2. Specialty Consultation via Telemedicine — provide services for rural physicians to
schedule for their patients, real-time medical consultations with physician specialists
located at regional referral centers (e.g., UC Davis Health System, Sacramento
California).

3. Health Information Exchange (HIE) access — an HIE is defined as the mobilization of
healthcare information electronically across organizations within a region or community.
CTN-C will participate in the development of a statewide HIE that will permit
interchange of patient records among its participants.

4. Teleradiology — CTN will be used to transmit radiographic studies to remote PACS
systems (Picture Archive and Communications Systems) where they will be stored and
distributed to radiologists for expert interpretation.

5. Real-time patient monitoring — telemetry from patient monitoring equipment will be
transmitted in real-time to remote facilities for monitoring and evaluation by physician
intensivists and other acute care specialists.

Access to many of the required services and referral specialists can only be obtained by
accessing networks external to the CTN. Consequently, CTN-C requires that the CTN connect or
peer with external networks where these services reside.

In order to provide for medical grade interoperability with the external networks for the purposes
of supporting critical patient care functions, it is essential that connection and peering modalities
maintain quality, security and reliability metrics established for the CTN.

Bidder shall provide as a managed service, connection and/or peering services to external
networks. Service shall include the following:

1. Network design for interconnection.

2. Acquisition, programming, installation, testing and maintenance of any required routing
and communications equipment hardware and software.

3. Specification, ordering and provisioning of interface circuits.

4. In consultation with CTN-C, coordination of design, installation and maintenance
activities with the appropriate technical and administrative groups within the external
network.

5. Connection and Peering interfaces shall preserve the following CTN quality and security
requirements.

a. End-to-end delineated QOS. Interfaces to external networks shall propagate QOS
tags on ingress and egress traffic, providing any required conversions required to
maintain equivalency of DSCP provisioning.
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10.

11.

12.

13.

14.

b. 1PSec extension of VPN to external networks. Provisions shall be available to
extend the internal CTN VPN through IPSec encapsulation.

c. Firewall/IPS Services — firewall/IPS services shall be provided that monitor each
connection/peering point and that provide industry-standard protection from
malicious traffic.

d. Public Internet Blocking — Contractor shall provide the capability to block or filter
ingress/egress traffic from the public Internet, if accessible through the external
network.

Provision for ASN and associated externally routable 1pv4 address blocks that may be
necessary to enable CTN IP communications with external networks.

Network Address Translation shall be employed as necessary at all connection/peering
points in order to permit seamless communications with the external network.

No segment of the connection or peering network infrastructure shall transit the public
Internet.

In consultation with CTN-C and external network representatives, Contractor shall
determine the optimal connection type, geographic locations for physical connection and
bandwidth required.

Routing — Contractor shall maintain the appropriate route tables on CTN routers in order
to permit access to external networks by all CTN participants. Contractor equipment shall
appropriately advertise routes to external networks in order to permit external networks to
communicate with the CTN.

24x7 monitoring, problem identification and problem resolution for network
infrastructure and circuits associated with external network connections.

For purposes of responding to this RFP, Bidders shall propose a technical design and
provide associated cost quotations for installing and maintaining an OC-3 circuit
connection between the CTN and each of the external network(s), as required.

Bidder will not be responsible for any administrative or other coordination activities
related to enrolling, registering or qualifying CTN for participation in external networks
or for obtaining authorization for access to external networks. Bidder will not be
responsible for processing of invoices for, or for payment of, any membership or other
administrative fees not directly associated with network provisioning and maintenance,
including, but not limited to: registration fees, annual subscription fees, usage fees or
other participation fees levied by external networks.

Bidder shall be responsible for appropriately invoicing USAC, CTN-C and other payers
for provisioning, operation and maintenance of the network connections that provide
access to external networks, according to the terms and conditions stipulated in Section 3
of this RFP.

2.12.1.1 External Networks

Contractor shall provide connections to the following external networks, meeting or exceeding
the requirements listed above:

1.

Corporation for Education Network Initiatives in California (CENIC)
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a. CENIC provides access to the University of California Medical Centers.

b. Information regarding the CENIC network may be found at the following URL.:
http://www.cenic.org/

2. Internet2

a. Information regarding the Interet2 Network may be found at the following URL.:
http://www.internet2.edu/

b. Internet 2 management has provided the following language describing the
requirements for connection to Internet2:

"Provide an Internet2 Network connection that enables full IP
connectivity through the Internet2 backbone network to all
Internet2-connected members, Internet2-connected international
networks, Internet2-connected Federal Network (e.g., ESnet, DREN,
etc), and other Internet2-connected national research and
education networks."

3. National LambdaRail
a. Information regarding the National LambdaRail Network may be found at the
following URL:

http://www.nlr.net/

NOTE: Both the Internet 2 and National LambdaRail networks are accessible through the
CENIC Network, which serves as National LambdaRail’s California Regional Optical Network
(RON) Affiliate. Contractor may simultaneously meet the requirements to provide connections to
the three external networks by providing a single direct connection to the CENIC Network.

2.12.1.1.1.1 Bidder Response (M): Connections to External Networks

Describe the network infrastructure and services that Bidder will provide to enable CTN
communications with each of the identified external networks. Address each of the requirements
listed above.
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2.13 Project Management Services

2.13.1 Joint Responsibilities

CTN-C and Contractor will be jointly responsible for effective implementation of the CTN
project. CTN-C project management responsibilities are itemized briefly below. Contractor
responsibilities are enumerated in the following section.

2.13.1.1 General CTN-C Responsibilities

The CTN-C has broad authority for oversight and management of the CTN RHCPP, particularly
the Contract that will result from the award of this RFP. The CTN-C considers the best interests
of the CTN as a whole when making decisions and determining its strategies. This includes
focus on those policies and activities that emphasize the primary missions of the CTN, as
outlined in the Introduction Section of this RFP (see also Introduction of the CTN RHCPP
Proposal). These activities include, at a minimum:
1. Serve as the principal contact for all operational, financial and planning aspects of CTN
project.
2. Serve as the principal review and approval authority for all operational, financial and
planning aspects of CTN project.
3. Coordinate regular meetings and other means of communication with Contractor among
CTN-C management, administrative and technical staff.
4. Coordinate communications and serve as principal liaison among CTN Participants,
CTN-C and Contractor.
Continuous review of progress on project design and implementation milestones.
6. Contract management oversight to monitor effectiveness, and to audit Contractor
adherence to Contract Requirements
7. Make decisions on Participant requests for approval for exemptions to standardized
infrastructure installations or nonstandard operations.
Respond to service issues beyond the scope of the Contract
9. Perform periodic audits of CTN invoices to ensure accuracy based on the terms and
conditions of the Contract and to ensure cost effectiveness of service selection for
Participant application.

o

o

2.13.1.2 Contractor Responsibilities: Summary

Bidder shall provide comprehensive project management support and services throughout the
Design and Implementation Phases of CTN development. Project management services shall
include:
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1.
2.

3.

~

10.
11.

Dedicated Project Management Team.
Provision for personnel, equipment and logistics sufficient to support the CTN statewide
project.
Capabilities to support multiple simultaneous implementation initiatives in order to
maintain geographic equity.
Manage Contractor network design activities and coordinate design needs with CTN
Technical Teams.
Comprehensive Participant Site Coordination staff and services:

a. CTN Participant site assessments

b. Coordination and management of all ILEC/CLEC activities

c. Equipment installation, circuit cutover and testing
Design, coordination and installation of all Connecting and Peering Points with external
networks
Coordination of Network Monitoring service.
Coordination of Firewall/IPS design, installation and synchronization with other network
implementation activities.
Regular communications and reporting on project status to CTN-C
Budgetary coordination and consultation with CTN-C
Regular monitoring and reporting of project status to CTN-C, using industry accepted
project management methodologies.

Bidder shall provide comprehensive project management services, including as a minimum, the
services and functions listed above.

2.13.1.2.1.1 Bidder Response (M): Project Management Resources

Describe the project management resources and services that Bidder will provide. Discuss each
of the items listed in 1 — 11 above.

2.13.2 Dedicated Project Management Team

Contractor shall provide a dedicated Team that is responsible for management of all aspects of
the CTN design and implementation phases of the project. The Team shall be minimally
composed of the following individuals:

1.

Project Manager — individual who has overall responsibility for all project components.
All members of the Team administratively report the Project Manager. Due to the size
and complexity of the CTN Project, Contractor shall assign a dedicated Project Manager
with knowledge and experience in managing telecommunications projects of similar
complexity.

Project Technical Lead — individual who is responsible for design of network
architecture, preproduction testing, and technical problem resolution.

Project Financial Lead — individual who is responsible for organizing and coordinating
financial records as they relate to the CTN project, including preparation of invoices,
preparing and submitting financial reports to CTN-C, submission of properly organized
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and formatted invoices and financial reports to USAC and other governmental funding
agencies.

4. Lead Project Coordinator — individual who serves as the primary liaison between
Contractor Team and CTN-C. Responsible for coordinating meetings, distribution of
reports and other communications. Serves as a comprehensive communications resource,
responsible for accurate, timely and reliable “many-to-many” communications among the
various Contractor Team components, as well as multiple administrative, technical and
financial entities within CTN-C.

2.13.2.1.1.1 Bidder Response (M): Project Management Team

Describe the proposed Project Management Team. Describe how the following project
responsibilities are allocated among the Team:

1. Overall Project management

2. Technical Design

3. Statewide logistical support

4. Financial management

5. Administrative liaison with CTN-C

Describe the Statewide geographic distribution of key Project Team members.

Provide an Organizational Chart, including specific names and titles for key positions, including
those specifically listed above.

2.13.3 Project Technical Design Process

Contractor shall provide oversight and coordination of network design activities. Through
regular meetings and communications with CTN-C technical staff and management, Contractor
shall coordinate network design activities, ensuring that the requirements established in this RFP
are accurately reflected in the overall network design.

2.13.3.1.1.1 Bidder Response (M): Network Design Team

Describe the design team that will be assigned to the CTN Project. For each principal design
team member, list:

1. Relevant industry-accepted certifications.

2. Experience on projects of similar scope.

3. Availability of Contractor Design Team throughout the project lifetime.

4. Physical facilities available to Contractor Design Team to prototype network designs.

Describe Contractor Design Team methodology, with particular emphasis on the processes and
procedures employed for coordination with and validation by CTN-C to obtain an optimal
design.
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2.13.4 Geographic Scope of Proposal

CTN requires a network design and resulting services that encompass the entire statewide cadre
of participants as designated in Appendices C and D of this RFP (see also, the CTN Proposal,
Section 6-7), with demonstrated capabilities to accommodate substantial expansion in number of
participant sites.

2.13.4.1.1.1 Bidder Response (M): Accommodating a Statewide Project
Describe Bidder’s capabilities to accommodate a statewide project.

Describe existing staff, resources and physical facilities that will be available for timely
engagement in CTN project activities.

Describe additional staff, resources and physical facilities that must be acquired.

Describe the approximate time that Contractor will require to assemble an effective
implementation team of sufficient scope to engage in a statewide project.

2.13.5 Geographic Equity in Distribution of Participants

The CTN will be geographically dispersed throughout the entire State of California. The CTN
RHCPP proposal presents a phased implementation of a minimum of approximately 100
participant sites per year over a maximum three-year period (see Section 6-7, page 28, CTN
RHCPP Proposal). The methodology used for establishing this sequencing of connecting
participants is based upon the CTN-C requirement to equitably distribute implementation efforts
throughout the state on a geographic basis; i.e., no geographic area of the State will receive
preferential priority, either with respect to resources expended or number of participants
connected. CTN-C recognizes that many mitigating factors may influence the precise order of
participant connection; however, Bidder’s implementation plans will be required to demonstrate
sufficient flexibility to accommodate ad hoc changes while adhering to the overall goal of
maintaining geographic equity. Bidder’s will be required to demonstrate that project
management, technical and administrative staff and resources will be assigned to the project to a
sufficient extent that a statewide implementation can be supported.

Geographic Segmentation of the State

CTN-C and Contractor will jointly discuss and develop an approximate geographic segmentation
of the State of California for purposes of assessing Contractor adherence to the geographic equity
requirement.

2.13.5.1.1.1 Bidder Response (M): Multiple Statewide Implementation Projects

Describe the capabilities of Bidder’s technical design as well as availability of staff resources
and services to accommodate a statewide project implementation.
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Describe the capabilities of project management staff and resource to manage and coordinate a
minimum of three simultaneous regional project implementation initiatives (Northern, Central
and Southern California).

2.13.6 Defined Three Year Implementation Schedule

The CTN-C requires that Contractor commit to a three calendar year maximum implementation
schedule beginning from date of Contract signing and subject to extensions due to circumstances
beyond Contractor’s control. Contractor shall meet the following minimum project milestones:
1. Design, installation, testing and activation of network connections to a minimum of 100
individual CTN Participant Sites per calendar year.
2. Network activations to be distributed on a geographically equitable basis each calendar
year according to the following minimum allocation:
a. 25 in Northern California
b. 25 in Central California
c. 25 in Southern California
d. 25 (not specified)
3. Fully operational network comprised of a minimum of 300 participant locations at the
end of three calendar years from date of inception of the project.
4. Design, installation, testing and activation of connections with the following networks
during Year One calendar year:
a. National LambdaRail (NLR)
b. Internet 2
c. CENIC (access to UC participant campuses and clinics)
5. Design, installation, testing and activation of the following network services during Year
One calendar year (contingent upon CTN-C election to contract for these services):
a. Firewall Services
b. Web Content Filtering Service
6. Design, installation, testing and activation of the following network Services within the
first Three months of Year One calendar year.
a. Comprehensive Network Monitoring Service
b. Customer-accessible, Web-based network status service.
c. Customer Support Center for problem reporting and tracking.

2.13.6.1.1.1 Bidder Response (M): Adherence to Project Schedule

Describe Bidder’s capabilities to adhere to a three-year implementation schedule as specified
above. Address each of the listed implementation requirements.

2.13.7 Expanded Project Scope

CTN-C intends to expand the scope of the CTN to include additional Participants, based upon
the following factors:

1. Availability of Funding

2. Actual project cost, as determined through this RFP process.

3. Total Number of eligible prospective Participants who wish to join the project.
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4. Time remaining within the USAC total project maximum build-out period of five years.

Contractor shall anticipate and commit to supporting a minimum 200% expansion of the number
of participants above the minimum number of participants stated above. Contractor commitment
shall include, but is not limited to the following:

Capability to expand project management staff and resources.

Capability to expand regional hub and core network infrastructure.

Support an expanded project statewide.

Maintain geographic equity.

Provide services equitably and uniformly to all CTN Participants.

Adhere to a project completion schedule of three years.

CTN-C prefers that for additional Participants whose connection requirements are
equivalent to Participants itemized in Appendix C and as mutually agreed by CTN-C and
Contractor, to extend standardized pricing that is proposed in response to this RFP, to all
additional Participants, up to a maximum of 1200 Participant sites.

NogakowhE

2.13.7.1.1.1 Bidder Response (M): Accomodating an Increase in Project Scope

Describe Bidder’s capabilities to accommodate a minimum 200% increase in number of
Participants over the minimum number stipulated above. Include discussion of each item 1 -7
above.
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2.14 Service Level Agreement

CTN-c requires that representations of circuit provisioning, as well as network quality,
availability and performance to be underwritten by Service Level Agreements (SLA). Bidder
SLA’s must offer equivalent or better terms and remedies as those available for equivalent
network services available under the State of California CalNet 2 MSA-1 through MSA-4
Contracts for telecommunications services (see the CalNet 2 URL listed below for information
regarding the MSA-1 through MSA-4 Contracts and related material).

http://www.calnet.ca.gov/

2.14.1 Network Performance Benchmarks

CTN-C has established network performance benchmarks that are derived from the CalNet 2
MSA-3 IP Services Contract. CTN-C recognizes however, that throughout the entire State of
California, depending upon where CTN Participant Sites are situated, and depending upon
ILEC/CLEC facilities and capabilities (or equivalent), uniform adherence to these requirements
may not be technically feasible. Consequently, Network Performance standards are expressed
herein as Performance Benchmarks, rather than Performance Requirements.

The following requirements shall apply to Network Performance:
1. Contractor is expected to meet the Performance Benchmarks over the largest extent of
CTN Participant Sites possible.
2. Bidders shall specifically designate those areas where Performance Benchmarks cannot
be achieved.
3. Bidders shall propose alternative Performance standards for those coverage areas where
the CTN Performance Benchmarks cannot be achieved.
Service Level Agreements shall underwrite proposed alternative performance standards.
Performance requirements shall apply to all Contractor-provided network components,
circuits and service within the CTN.
6. CTN Performance Benchmarks, where applicable, shall be underwritten by Service Level
Agreements
7. Excluding Network Performance Benchmarks, for which Bidders may propose
alternative standards as described above, Bidder shall accept the terms and conditions as
specified, and shall provide the remedies, penalty awards and compensation, as stipulated
in the SLA’s presented below.

o~

NOTE:
1. Bidder shall receive additional quality points for extending support for the
CTN Network Performance Benchmarks over the largest possible number of
CTN Participant sites, as designated in Appendices C and D.
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2. Bidder shall receive additional quality points for supporting performance
standards exceeding the Performance Benchmarks.

2.14.2 Technical Benchmarks

CTN-C has established the following Technical Benchmarks listed below. Actual Performance
shall be monitored, assessed and verified through one or more of the following means:

1. Performance reports provided by the Contractor

2. Independent SNMP monitoring service established by CTN-C, based upon SNMP feeds
provided by Contractor.

3. Monitoring by CTN-C of Trouble Tickets submitted via Contractor’s Trouble Ticket
Management System.

2.14.3 Performance Benchmarks for End-to-End
Performance

e Availability — 99.2 percent

e Measurement — Adhere to the Requirements set forth in individual SLA’s below
e Jitter (delay variance) — Less than 15 ms

e Packet Loss — Maximum .5 percent

e Latency/Delay — 130 ms one way

2.14.3.1.1.1 Bidder Response (M): Adherence to Performance Benchmarks

For each CTN Participant Site listed in Appendices C and D, or each group of Bidder-designated
equivalent sites, indicate whether the CTN Performance Benchmarks will be fully supported and
underwritten by Service Level Agreements.

Describe the geographic coverage areas within which Bidder shall support the CTN Performance
Benchmarks.

For each CTN Participant Site listed in Appendices C and D, or each group of Bidder-designated
equivalent sites for which Bidder does not support the CTN Performance Benchmarks, provide
the proposed alternative performance standards. Describe the geographic area over which the
alternative performance standards apply.
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2.14.3.1.1.2 Bidder Response ( D) Exceeding Performance Benchmarks

For each CTN Participant Site listed in Appendices C and D, or for each group of Bidder-
designated equivalent sites, describe whether SLA-backed performance standards are available
that exceed the Performance Benchmarks. List the stated enhanced performance standards.
Describe the geographic area over which the enhanced performance standards apply.

2.14.4 Service Level Agreement Overview

The intent of this section is to provide the Contractor with Requirements that define and assist in
the management of the Service Level Agreements (SLA). This section identifies and explains
the required SLAs for the IP services identified in this RFP. The intent of this section is to
define performance objectives and measurement processes.

The SLAs shall each consist of the following components: services covered under the SLA,
definition, measurement process, objective(s), immediate rights and remedies, and monthly
rights and remedies. All applicable services are listed in each SLA.

Abbreviations

AMUC - Average Monthly Usage Cost
TMRC - Total Monthly Recurring Cost
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2.14.4.1 Network Service Level Agreement Format

Services SLA Name
[List of all applicable Definition
services] [Definition or description of the SLA]

Measurement Process
[Instructions on how to measure network performance in order to determine
compliance]

Objective (s)

[Defines the performance goal/parameters for each SLA. The objective(s) may
be different than the technical Requirements found in Sections 2.2 through 2.12
etal.]

Immediate Rights and Remedies

[Allows immediate action by CTN-C (e.g., CTN-C Escalation), and/or rebates
which are applied to their monthly invoices on a per occurrence basis (e.g.,
TTR).]

Monthly Rights and Remedies

[Applicable to SLAS that require accumulation of statistics over a
period of time or multiple trouble tickets (e.g., availability). ]

2.14.4.2 Technical Requirements versus SLA

This section shall distinguish between technical Requirements and the SLA objectives. Sections
2.2 to 2.12 identify the technical Requirements for each service. These Requirements are the
minimum parameters each Bidder must meet in order for their Bid to qualify for award. Upon
award the committed technical Requirements will be maintained throughout the remainder of the
Contract.

Committed SLA objectives are minimum Requirements, for which the Contractor shall be held
accountable for all rights and remedies accordingly.

2.14.4.3 Two Methods Of Outage Reporting: CTN-C Or Contractor

There are two methods in which outages may be identified and outage durations derived: CTN-C
reported or Contractor reported.

e The first method results from a CTN Participant reporting service trouble to the
Contractor’s CTN Service Center. CTN Participant reported trouble tickets track service
failures or quality of service issues.

e In the second method of outage reporting, the Contractor shall open a ticket as a result of
network alarms or identification of a service failure in the backbone. In each instance a
trouble ticket shall be assigned and monitored until service is restored.
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2.14.4.4 CTN-C Access to CTN-related Trouble Tickets

Contractor shall provide CTN-C with an online reporting service for regularly accessing all
trouble tickets established for CTN-related service issues. The service shall minimally provide
the following information and capabilities:

1. Open tickets
2. Tickets established during a defined period of time (previous day, week, month, etc.)
3. Provide the following information for each ticket:

a. Originator (Contractor, CTN Participant, CTN-C)

b. Problem description

c. Status

d. Corrective action

CTN-C reserves the right to intercede on behalf of all CTN Participants, in all issues related to
CTN services, including, but not limited to:

1. Entering and tracking Problem tickets
2. Communicating with Contractor during problem resolution.

3. Approving and acknowledging problem resolution.

CTN-C retains the sole right for establishing, negotiating with Contractor and approving
settlement of all claims for penalties, as established under the SLA Contract terms resulting from
this RFP.

2.14.4.4.1.1 Bidder Response: (M) CTN-C Access to CTN Problem Tickets

Describe the online Problem Ticket Reporting Service that will be available to CTN-C,
permitting access to all Problem Tickets posted by CTN Participants.

2.14.5 General Requirements

The following general Requirements are applicable to the Network SLAs:

1. The total rights and remedies for failure to satisfy a single service SLA for any given
month shall not exceed the sum of 100 percent of the Total Monthly Recurring Cost
(TMRC)

2. If the circuit fails to meet one or more of the performance objectives, only the largest
monthly Rights and Remedies for all performance objectives not met will be credited to
the CTN-C.
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3.

To the extent that Contractor offers additional or more advantageous rights and/or
remedies to CTN-C for similar services offered through tariffs, online service guides, or
other programs, CTN-C shall be entitled to exercise the rights and/or remedies therein

For subcontracted local services from other ILECs, CLECs or service providers, the
Contractor shall provide the CTN-C at a minimum, the same service level agreements
provided to Contractor by each subcontractor. Copies of all Service Level Agreements
between Subcontractors and the awarded Contractor shall be provided to CTN-C for all
services.

When the Contractor provides network services directly to the CTN-C in other ILEC’s or
CLEC’s territories, the rights and remedies for service outages for those services are as
set forth in the SLA section of this RFP.

The election by CTN-C of any remedy covered by this Contract shall not exclude or limit
CTN-C’s rights and remedies otherwise available within the Contract or at law or equity

The Contractor shall act as the single point of contact coordinating all entities to meet the
CTN-C’s needs for ordering/provisioning, maintenance, restoration and resolution of
service issues or that of their Affiliates, subsidiaries, subcontractors or resellers under this
Contract.

As an enhancement of their service offerings, Bidders may provide additional SLA’s not
specifically required under this RFP.

2.14.6 Trouble Ticket Stop Clock Conditions

“Stop Clock” events occur when circumstances develop beyond Contractor’s control and that
affect Contractor’s ability to correct or mitigate problem events within the required elapsed time
periods as specified in the relevant SLA’s.

Stop Clock criteria includes the following: (Note: in this section, the term “End-User” includes
CTN Participants and/or CTN-C, whichever is applicable.)

1.

Periods when a restoration or testing effort is delayed at the specific request of the End-
User. The Stop Clock condition shall exist during the period the Contractor was delayed,
provided that reasonable and documented efforts are made to contact the End-User during
the applicable Stop Clock period.

Time after a service has been restored, but End-User request ticket be kept open for
observation. If the service is later determined by the End-User to not have been restored,
the Stop Clock shall continue until the time the End-User notifies the Contractor that the
service has not been restored.

Time after a service has been restored, but End-User is not available to verify that the
service is working. If the service is later determined by the End-User to not have been
restored, the Stop Clock shall apply only for the time period between Contractor's
reasonable attempt to notify the End-User that Contractor believes the service has been
restored and the time the End-User notifies the Contractor that the service has not been
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restored.

4. Restoration cannot be achieved because the problem has been isolated to wiring that is
not maintained by Contractor, or any of its subsidiaries, subcontractors, or Affiliates.

5. Trouble caused by a power problem outside of the responsibility of the Contractor.

6. The following contact/access problems, provided that Contractor makes reasonable
efforts to contact End-User during the applicable stop clock period:

a. Access necessary to correct the problem is not available because access has not
been arranged by site contact or End-User representative

b. Site contact refuses access to technician who displays proper identification

c. Insufficient or incorrect site contact information which prevents access, provided
that Contractor takes reasonable steps to notify End-User of the improper contact
information and takes reasonable steps to obtain the correct information.

d. Site has limited hours of business that directly impacts the Contractor’s ability to
resolve the problem.

e. If it is determined later that the cause of the problem was not at the site in
question, then the Stop Clock shall not apply.

7. Any problem or delay to the extent caused by End-User’s staff that prevents or delays
Contractor’s resolution of the problem. In such event, Contractor shall make a
reasonable request to End-User staff to correct the problem or delay.

End-User applications that interfere with repair of the trouble.

Repair/replacement of CPE not provided by Contractor if the problem has
reasonably been isolated to the CPE.

10. Failure of the trouble ticket originator or responsible End-User to return a call from
Contractor’s technician for on-line close-out of trouble tickets after the service has been
restored as long as Contractor can provide Documentation substantiating message from
Contractor’s technician.

11. An outage directly related to any properly performed scheduled maintenance or upgrade.
Any such stop clock condition shall not extend beyond the scheduled period of the
maintenance or upgrade. SLAs will apply for any maintenance caused outage beyond the
scheduled maintenance period. Outages occurring during a scheduled maintenance or
upgrade period and not caused by the scheduled maintenance shall not be subject to this
paragraph 12 stop clock criteria.

12. Any problem or delay caused by a third party not under the control of Contractor, not
reasonably preventable by Contractor, including, at a minimum, cable cuts not caused by
the Contractor. Contractor’s Affiliates, subsidiaries, or subcontractors shall be deemed to
be under the control of Contractor with respect to the Equipment, services, or Facilities to
be provided under this Contract.
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2.14.7 Service Level Agreements Required

2.14.7.1 Service Availability Percentage

Network Services

IP Transport
Services

Services Availability Percentage
Definition
Managed IP The monthly availability percentage equals the Scheduled Uptime per

month less Unavailable Time divided by Scheduled Uptime per month
multiplied by 100 per service ID. Scheduled uptime is based on 7x24x
number of days in the month.

Measurement Process

The monthly Availability percentage shall be based on the
accumulative total of all outage durations for each port number/service
ID, per calendar month. All outage durations applied to other SLAs,
which result in a remedy, will be excluded from the monthly
accumulative total.

Objectives
99.2 percent

Immediate Rights and Remedies
End-User Escalation Process

CTN-C Escalation Process

Monthly Rights and Remedies

First month to fail to meet the SLA objective shall result in a 15
percent rebate of the.

Next consecutive month to fail to meet the SLA objective shall result
in a 25 percent rebate of TMRC.

Each additional consecutive month to fail to meet the SLA objective
shall result in a 50 percent rebate of the TMRC.
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2.14.7.2 Catastrophic Outage 1

IP Transport Services

Services Catastrophic Outage 1
Managed IP Network Definition
Services

The total loss of CTN network services at one address.

Measurement Process

The outage start shall be determined by the network alarm
resulting from the outage-causing event or the opening of a trouble
ticket by an End-User/CTN-C, whichever occurs first. The
Contractor shall open a trouble ticket and compile a list for each
End-User service affected by the common cause. Each End-User
service is out of service from the first notification until the
Contractor determines the service is restored. Any service reported
by End-User/CTN-C as not having been restored shall have the
outage time adjusted to the actual restoration time.

(7X24)

Objectives
Less than 2 hours;

Immediate Rights and Remedies

100 percent of the TMRC for each service not meeting the per
occurrence objective for a single Cat 1 fault

End-User Escalation Process
CTN-C Escalation Process

Monthly Rights and Remedies
N/A
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2.14.7.3 Catastrophic Outage 2

IP Transport Services

Services Catastrophic Outage 2
Managed IP Network Definition
Services

A total failure of the Contractor’s (or subcontractor’s or Affiliate’s)
network Equipment nearest the End-User locations regardless of where
the failure occurs in the network. .

Measurement Process

The outage duration start shall be determined by the network alarm
resulting from the outage-causing event or the opening of a trouble
ticket by the End-User/CTN-C, whichever occurs first. Outage
duration shall be measured on a per End-User service basis from
information recorded from the network Equipment or trouble ticket

The Contractor shall open a trouble ticket and compile a list for each
service affected by the common cause. Each End-User service is
considered out of End-User service from the first notification until the
Contractor determines the End-User service is restored. Any End-User
service reported by the End-User/CTN-C as not having been restored
shall have the outage time adjusted to the actual restoration time.

(7X24)

Obijectives

Less than 30 minutes

Immediate Rights and Remedies

100 percent of the TMRC for each service not meeting the per
occurrence objective for a single Cat 2 fault

End-User Escalation Process
CTN-C Escalation Process
Monthly Rights and Remedies
N/A
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2.14.7.4 Catastrophic Outage 3

Services

Catastrophic Outage 3

Managed IP
Network Services

IP Transport
Services

Definition
The total loss of any service type on a network wide basis.
Measurement Process

The outage duration start shall be determined by the network alarm
resulting from the outage-causing event or the opening of a trouble
ticket by the End-User/CTN-C, whichever occurs first. Outage
duration shall be measured on a per End-User service basis from
information recorded from the network Equipment or trouble ticket.

The Contractor shall open a trouble ticket and compile a list for each
End-User service affected by the common cause. Each End-User
service is out of service from the first notification until the Contractor
determines the End-User service is restored. Any service reported by
End-User/CTN-C as not having been restored shall have the outage
time adjusted to the actual restoration time.

(7X24)

Objectives

Less than 15 minutes

Immediate Rights and Remedies
Senior Management Escalation Process

100 percent of the TMRC for each service not meeting the per
occurrence objective for a single Cat 3 fault

Monthly Rights and Remedies
N/A
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2.14.7.5 Round Trip Transmission Delay

Services

Round Trip Transmission Delay

Managed IP
Network Services

IP Transport
Services

Definition

Average round trip transfer delay measured from Contractor’s to CTN-
Participant hand off (CCH) to the remote CCH and back

Measurement Process

End-User/CTN-C is responsible for opening a trouble ticket with the
Contractor’s CTN Service Center (helpdesk) when the data transfer
delay is below the committed level. CTN-C shall determine the
sample interval, provided that a minimum of 100 pings or more shall
constitute test. The problem requires timely verification, consistent
with industry Standards (e.g., a protocol analyzer), by the Contractor.
Trouble shall be tracked as a Quality of Service (QOS) problem using
a special disposition code on the trouble ticket. QOS tickets shall not
count in availability or Time to Repair measurements unless and until
the End-User reports service as unusable for its intended uses.

(7x24)

Objectives

IP Transport Services:

1.536Mbps — 10 MBps

64 byte ping: <120ms

1000 byte ping: <400ms

Immediate Rights and Remedies

15 percent of TMRC per occurrence for the reported service.

Next consecutive month to fail to meet the SLA objectives shall result
in a 25 percent rebate of TMRC.

Each additional consecutive month to fail to meet the SLA objective
shall result in a 50 percent rebate of the TMRC.

End-User Escalation Process

CTN-C Escalation Process

Monthly Rights and Remedies
N/A
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2.14.7.6 One-Way Transmission Delay

Services

One-Way Transmission Delay

Managed IP
Network Services

IP Transport
Services

Definition

Average one-way transfer delay measured from the Contractor to
CTN-Participant handoff to the remote Contractor to CTN-Participant
handoff

Measurement Process

End-User/CTN-C is responsible for opening a trouble ticket with the
Contractor’s CTN Service Center (helpdesk) when the data transfer
delay fails to meet the committed level. The problem requires timely
verification, consistent with industry Standards (e.g., a protocol
analyzer), by the Contractor. Trouble shall be tracked as a Quality of
Service (QOS) problem using a special disposition code on the trouble
ticket. QOS tickets shall not count in availability or Time to Repair
measurements unless and until the End-User reports service as
unusable for its intended uses.

This measurement applies to local loop transport under the control of
the Contractor or not under the control of Contractor that do not
exceed 70% peak utilization for three consecutive business days.

(7x24)

Objectives

less than 130 ms one way

Immediate Rights and Remedies

15 percent of TMRC per occurrence for the reported service.

Next consecutive month to fail to meet the SLA objectives shall result
in a 25 percent rebate of TMRC.

Each additional consecutive month to fail to meet the SLA objective
shall result in a 50 percent rebate of the TMRC.

End-User Escalation Process
CTN-C Escalation Process
Monthly Rights and Remedies
N/A
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2.14.7.7 Jitter

Services

Jitter

Managed IP
Network Services

IP Transport
Services

Definition

Variations in transfer delay measured from the Contractor to CTN-
Participant handoff to the remote Contractor to CTN-Participant
handoff

Measurement Process

End-User/CTN-C is responsible for opening a trouble ticket with the
Contractor CTN Service Center (helpdesk) when the jitter exceeds the
committed level. The problem requires timely verification, consistent
with industry Standards (calculations defined in: IETF RFC 3550 RTP,
RFC 3611 RTP), by the Contractor. Trouble shall be tracked as a
Quality of Service (QOS) problem using a special disposition code on
the trouble ticket. QOS tickets shall not count in availability or Time
to Repair measurements unless and until the End-User reports service
as unusable for its intended uses.

This measurement applies to local loop transport under the control of
the Contractor or not under the control of Contractor that do not
exceed 70% peak utilization for three consecutive business days

(7x24)

Objectives

Less than 15 ms

Immediate Rights and Remedies

15 percent of TMRC per occurrence for the reported service.

Next consecutive month to fail to meet the SLA objectives shall result
in a 25 percent rebate of TMRC.

Each additional consecutive month to fail to meet the SLA objective
shall result in a 50 percent rebate of the TMRC.

End-User Escalation Process
CTN-C Escalation Process
Monthly Rights and Remedies
N/A
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2.14.7.8 Packet Loss

Services

Packet Loss

Managed IP
Network Services

IP Transport
Services

Definition

Packet loss is measured from Contractor’s hand off to CTN-C at each
end of data channel.

Measurement Process

End-User/CTN-C is responsible for opening a trouble ticket with the
Contractor’s CTN Service Center (helpdesk) when the data packet loss
exceeds the committed level. The problem requires timely
verification, consistent with industry Standards (e.g., protocol
analyzer), by the Contractor. Trouble shall be tracked as a Quality of
Service (QOS) problem using a special disposition code on the trouble
ticket. QOS tickets shall not count in availability or Time to Repair
measurements unless and until the End-User reports service as
unusable for its intended uses.

This measurement applies to local loop transport under the control of
the Contractor or not under the control of Contractor that do not
exceed 70% peak utilization for three consecutive business days

(7x24)

Objectives
0.5 percent maximum packet loss

Immediate Rights and Remedies

15 percent of TMRC per occurrence for the reported service.

Next consecutive month to fail to meet the SLA objectives shall result
in a 25 percent rebate of TMRC.

Each additional consecutive month to fail to meet the SLA objective
shall result in a 50 percent rebate of the TMRC.

End-User Escalation Process
CTN-C Escalation Process
Monthly Rights and Remedies
N/A
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2.14.7.9 Excessive Outage

IP Transport Services

Services Excessive Outage
Managed IP Network Definition
Services

An Excessive outage shall be defined as a trouble ticket that remains
opened with the Contractor on a service, for more than twelve hours.

Measurement Process

The service is unusable during the time the trouble ticket is reported as
opened until restoration of the service, minus stop clock conditions.
Any service reported by End-User/CTN-C as not having been restored
shall have the outage time adjusted to the actual restoration time.

(7 x 24)

Objectives

Less than 12 hours

Immediate Rights and Remedies
Senior Management Escalation

CTN-C may request from Contractor an Excessive Outage restoration
briefing.

100 percent of the TMRC per occurrence for each service out of
service greater than 12 hours.

Monthly Rights and Remedies
N/A
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2.14.7.10 Notification

IP Transport Services

Services Notification
Managed IP Network Definition
Services

The Contractor notification to CTN-C in the event of a Catastrophic
Outage, network failure, terrorist activity, or threat of natural disaster,
which results in a significant loss of telecommunication services to
CTN-C End-Users or has the potential to impact services in a general
or statewide area.

Measurement Process

The Contractor shall invoke the notification process for all CAT 1,
CAT 2, and CAT 3 Outages or network outages resulting in significant
loss of services. The Contractor shall notify CTN-C via the
Contractor’s automated notification system.

Updates shall be given on the above-mentioned failures via the
Contractor’s automated notification system which shall include time
and date of the updates.

Objectives

Within 30 minutes of a CAT 1, CAT 2, or CAT 3 failure, the
Contractor shall notify general stakeholders (as determined by CTN-C)
via the Contractor’s automated notification system.

At 60 minute intervals, updates shall be given on the above mentioned
failures via the Contractors automated notification system which shall
include time and date of the updates.

Immediate Rights and Remedies
Senior Management Escalation
Monthly Rights and Remedies
N/A

CTN RFP - 11/4/2008 - 77




CTN RFP #2008-001

2.14.7.10.1.1 Bidder Response (M): Service Level Agreements

Describe Bidder’s understanding and acceptance of the SLA terms stipulated in this Section,
including the following specific SLA terms:

Two Methods Of Outage Reporting: CTN-C Or Contractor
CTN-C Access to CTN-related Trouble Tickets
General Requirements

Trouble Ticket Stop Clock Conditions (M)
Service Availability Percentage

Catastrophic Outage 1

Catastrophic Outage 2

Catastrophic Outage 3

Round Trip Transmission Delay

10. One-Way Transmission Delay

11. Jitter

12. Packet Loss

13. Excessive Outage

14. Notification

©CoNooA~wWNE

Itemize under each Requirement, any exceptions to the stipulated requirements.
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3 Section C: Financial Terms and Conditions

3.1.1 Source of Funds and Contractor Reimbursement

The California Telehealth Network project is receiving major financial support from the Federal
Communications Commission Rural Health Care Pilot Program (RHCPP). The Universal
Services Administrative Company (USAC) on behalf of the FCC is administering the program.
Payment to the Contractor for all goods and services provided under the RHCPP will be derived
as follows:

15% of charges eligible for RHCPP reimbursement are payable by CTN-C.

Up to 85% of charges eligible for RHCPP reimbursement are payable by USAC.
100% of charges not eligible for RHCPP reimbursement are payable by CTN-C.

Up to 50% of the remaining charges (after receipt of at least 85% payment from other
sources) for services eligible for the California Teleconnect fund (CTF) are payable by
CTF.

Awnh e

All payments for goods and services associated with design, installation, maintenance and
management of CTN resources and facilities shall be solely by reimbursement to Contractor.
USAC, CTN-C, or any organization providing collateral funding to CTN-C shall not provide any
advance payments to Contractor for goods or services provided.

Contractor shall obtain reimbursement for goods and services provided by submission of regular
invoices to the appropriate funding entity.

Contractor shall individually invoice and collect payments from each of the following entities,
according to applicable federal and state government policies and procedures, as well as
procedures jointly agreed upon by Contractor and CTN-C:

1. California Teleconnect Fund (where applicable)

2. Universal Services Administrative Company on behalf of FCC RHCPP

3. CTN-C

4. Other federal, state or private granting agencies that may require direct invoicing from

the contractor for goods and services provided.

3.1.2 Prohibition on Contractor Reimbursements to CTN

Participants

FCC/USAC policies under the RHCPP prohibit Contractor from providing monetary
compensation or anything of value to any CTN participants in return for the use of any
Participant-provided facilities, goods or services for the CTN, including but not limited to:
1. Facilities expenses
2. Supply expenses
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3.
4.

Operating expenses
Personnel expenses

CTN Participants include, but are not limited to:

1.
2.
3.
4. CTN Consortium Members not otherwise mentioned (see Section A, Introduction, for a

University of California
Regional Telehealth Networks (see Appendix D)
CTN Participants (see Appendix C)

list of CTN Consortium Members).

3.1.3 California Teleconnect Fund and RHCPP Co-funding

Some participants in the CTN who are eligible for RHCPP reimbursements may currently, or in
the future, also participate in the California Teleconnect Fund Program (CTF). See CPUC’s
Decision 08-06-020 and the following Web Site for additional information regarding the CTF:

http://www.cpuc.ca.gov/PUC/Telco/Public+Programs/CTF/

For CTF eligible services, the Contractor shall assume the following responsibilities:

1.

Invoice the California Public Utilities Commission for reimbursement for eligible
expenses under the CTF Program, according to the requirements of that program. This
includes but is not limited to demonstrating that the CTF- eligible service is integral to
the CTN.

Submit one invoice for all CTN participants for only CTF-eligible services integral to the
CTN. Even if the CTN participant is also a CTF-approved participant, those services
unrelated to CTN cannot be included in the invoice.

Invoice the CTF program for 50% of the balance for CTF-eligible telecommunications
expenses only after receipt of at least 85% payment from all other sources.

Respond in a timely manner to the CPUC's and auditors' requests for information
regarding invoices and audits.

Maintain for five years for auditing purposes all records underlying the invoices to the
CTF program, including but not limited to the services used by the individual CTN
participants and associated expenses.

3.1.4 CalNet 2 Rate Structure and Pricing Equivalency

CTN-C desires to obtain for all applicable products and services, rate structures, pricing and
terms that are equivalent to those available under the State of California, CalNet 2 Program.
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Bidders are referred to the following online resources for detailed information regarding the
CalNet 2 Program, including contract terms and pricing.

http://www.calnet.ca.gov/

CTN-C specifically desires the following equivalent terms and conditions for packet data
services, as provided under CalNet 2 Master Service Agreements MSA-1 and MSA-3:

Statewide Pricing (Postalized rates) — Bidder shall provide statewide pricing for packet data
services, including data installation, provisioning and monthly service fees for circuits and
associated managed packet data services.

NOTE: Cost proposals that provide statewide pricing for circuits and packet data services will
receive additional quality points.

Month-to-Month Service Commitment for CTN Participants — Contractor shall provide the
contracted services to each individual CTN Participant site on a month-to-month commitment
basis. CTN-C shall provide Contractor with a minimum of thirty days notice of service
terminations.

Fixed pricing for the Term of the Contract — the Contract executed shall stipulate a fixed pricing
schedule for all contracted services over a minimum three-year term of the contract.

New Service Offerings and Price Adjustment — During the term of the Contract, CTN-C desires
to take advantage of any new or improved services that Contractor may offer in future, if such
services provide superior performance, or equivalent performance at lower cost. Bidder shall
provide to CTN-C the option to update currently contracted services to new, improved, or
equivalent lower-cost services that are not part of the Contract, but are generally made available
by Contractor to other customers. Bidder shall agree to waive any termination or penalty fees
otherwise resulting from discontinuing or modifying existing services.

3.1.5 Additional Terms and Conditions

Service Commitments for certain services shall be provided and extended on a year-to-year
basis. These include:

1. Firewall Services

2. Web Content Filtering Services

3. Connection to External Networks

If CTN-C elects to terminate one or more of these services, CTN-C shall provide Contractor a
minimum of 90 days notice prior to the annual anniversary.

3.1.6 USAC-RHCPP Invoicing and Payment Policies and
Procedures
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Contractor shall adhere to all USAC policies, procedures and requirements established under the
Rural Health Care Pilot Program (RHCPP) including, but not limited to the following:
1. Supporting documentation required for billable services
2. Itemization of invoices in sufficient detail to discriminate between RHCPP-reimbursable
and non-reimbursable services.
3. Inclusion with all invoices submitted to USAC, certification of receipt of payment by
CTN-C of its required 15% co-payment to Contractor.

Additional information regarding USAC RHCPP Contractor requirements can be found at the
following online sources:

http://www.universalservice.org/rhc-pilot-program/

Specific information regarding the Rural Health Care Vendor Pilot Process can be found at the
following URL.:

http://www.usac.org/rhc-pilot-program/vendors/

FCC RHCPP Order Requirements — Bidder shall adhere to all relevant terms and conditions
established by the FCC RHCPP Order. The complete FCC RHCPP Order can be found at the
following URL.:

http://www.universalservice.org/rhc-pilot-program/tools/fcc-orders.aspx

Forbearance for Payment Delay — Bidder shall not levy upon CTN-C, any late payment fines or
penalties for payment delays attributable to USAC, CTF or any other federal or state government
programs to which Contractor may directly submit invoices for CTN goods and services.

Termination Fees — If at the date of normal termination of the Contract, CTN-C or the CTN
Participant sites individually elect to discontinue any or all of the services provided under the
terms of the Contract, Bidder shall waive the right to any termination or disconnect fees for all
services provided to CTN-C. Bidder shall establish appropriate terms and conditions with the
Bidder’s partners and subcontractors such that they will also waive any termination or disconnect
fees.

3.1.7 Invoicing CTN-C

Invoice Schedule — Contractor shall invoice CTN-C on a regular monthly basis.

Unified Invoicing for all Contracted Products and Services — Contractor shall provide unified
invoicing for all goods and services provided to the CTN-C. Unified invoicing shall include
billable fees for all goods and services provided by sub-contractors.

Required Information -Invoices shall include a description of each individual charge in sufficient
detail that following designations can be identified:
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1. RCHPP reimbursable goods and services

2. CTF reimbursable goods and services

3. Equipment, circuit charges and service fees associated with connecting or peering to
external networks.

4. Charges for Ancillary services as described in Section 2.9 (e.g., firewall services)

Electronic Format — Contractor shall provide invoices to CTN-C in a business-standard
electronic format that is mutually acceptable to CTN-C and Contractor.

3.1.8 Invoicing Third Party Payers

Invoicing Multiple Payers — Contractor shall invoice separately, CTN-C, USAC-RHCPP, CPUC-
CTF and/or other federal or state government granting programs as designated by CTN-C that
currently or in the future, provide financial support for the CTN and that may require direct
invoicing by Contractor.

1. Contractor shall provide invoices with content and format that is acceptable to each
payer.

2. Contractor shall adhere to all terms and conditions established by federal and state
government payers.

3. In the case of multiple payers, Contractor shall submit invoices in the proper sequential
fashion, properly credit partial payments by each payer and document on the invoices,
required prior partial payments at each step in the multiple in